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Data Subject Rights Guidance Notes 

 

Introduction 

The UK GDPR bestows a range of rights upon individuals. Individuals, or “data subjects” 
have the following rights, as set out in Chapter 3 (Articles 12-23) of the UK GDPR: 

 The right to be informed about your collection and use of their personal data; 

 The right of access to their personal data; 

 The right to rectification of their personal data where it is inaccurate or incomplete; 

 The right to have their personal data erased; 

 The right to restrict or suppress the processing of their personal data; 

 The right to data portability; 

 The right to object to the processing of their personal data (in certain circumstances); 
and 

 Rights in relation to automated decision-making and profiling (where this is carried 
out). 

These Guidance Notes aim to provide a general overview of each of these rights. In some 
cases, more detailed guidance notes and/or other documents (such as policies) are 
available on specific rights. Where available, these will be referenced in this document. 

The Right to be Informed 

You must tell data subjects about the personal data you collect. In particular, you must tell 
them what you collect, how you use it, how long you will hold on to it, and whether it will be 
shared with anyone. 

The Right of Access 

If a data subject makes a subject access request, you must provide a copy of any personal 
data you hold about that individual along with certain other important information which is 
very similar to the information required by the right to be informed. Subject to some limited 
exceptions, you have one month to comply. 

The Right to Rectification 

Data subjects have the right to ask you to correct and/or update personal data that is 
inaccurate or incomplete. Subject to some limited exceptions, you normally have one month 
to comply. 

The Right to Erasure 

Also known as “the right to be forgotten”, data subjects have the right to request that you 
erase (or otherwise dispose of) their personal data in certain cases including where it is no 
longer necessary for you to hold that data, where it has been processed unlawfully, or if your 
use of it is no longer compatible with the lawful basis used to justify that use. 

The Right to Restrict Processing 

Data subjects have the right to ask you to limit your use of their personal data. This can be 
useful in situations where erasure may not be appropriate such as where a data subject has 
contested the accuracy of their personal data and you are verifying its accuracy, or where 
you no longer need the personal data but the individual needs you to keep it for the 
purposes of a legal claim. (Other circumstances also apply.) 

The Right to Data Portability 

If personal data has been provided to you by a data subject, is being processed by 
automated (i.e. electronic) means, and your lawful basis for using it is either consent or the 
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performance of a contract, data subjects are entitled to obtain a copy of that personal data 
and reuse it across different services. 

The Right to Object 

Where personal data is used for direct marketing purposes, data subjects have the right to 
object to such processing. Data subjects can also object to processing for tasks carried out 
in the public interest; the exercise of official authority that is vested in you; or your legitimate 
interests (or those of a third party). This right is not absolute. For example, you may be able 
to continue processing if you can demonstrate compelling legitimate grounds that override 
the individual‟s interests, rights, or freedoms.  

Rights Related to Automated Decision-Making Including Profiling 

Some decisions can be made without any human involvement. Profiling, for example, makes 
calculated assumptions about people based on personal data. Data subjects have the right 
to challenge decisions made in this way and to request human review of the processing if 
they believe that the rules applicable to such processing are not being followed. 
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Part 1. The Right to be Informed 

Transparency is one of the core principles of data protection law. It is important that 
individuals know who you are, what personal data you collect about them, what you do with 
it, and why. The required information should be provided in a clear and concise manner and 
should be readily accessible. 

When personal data is collected directly from data subjects, your privacy information must 
be provided at the time personal data is collected. If you obtain the data from a third party, it 
should be provided to the data subject: 

 Within a reasonable period of collecting the data (not later than one month); or 

 If the personal data is used to communicate with the data subject, when the first 
communication is made, at the latest; or 

 If the personal data is to be disclosed to another party, when the disclosure is made, 
at the latest. 

The Information Required 

In most cases, your privacy information will be the same whether you collect personal data 
directly from individuals or from other parties. The only difference in your information will be 
to the extent that it relates to the individual providing the information or your source, as 
explained below. 

You should provide the following: 

 The name and contact details of your organisation; 

 The name and contact details of your representative; 

 The contact details of your data protection officer (if you have one); 

 The purpose(s) for which you will process personal data; 

 Your lawful basis for processing the personal data; 

 Your legitimate interests for processing the personal data (if this is your lawful basis); 

 The categories of personal data collected (applies only if collected from another 
source); 

 The recipients or categories of recipients if you are sharing the personal data (you 
can provide specific names and details or simply state what kind of organisations you 
are dealing with); 

 Details of any transfers of the personal data to third countries (i.e. non-UK) or 
international organisations; 

 How long you will keep the personal data (or how you will determine how long to 
keep it if there isn‟t a fixed period); 

 The rights available to data subjects with respect to the processing; 

 Details of the right to withdraw consent (where consent is the lawful basis); 

 Details of the right to complain to the Information Commissioner‟s Office (the “ICO”); 

 The source of the personal data (applies only if collected from another source); 

 Details of the statutory or contractual obligation requiring the data subject to provide 
their personal data (applies only if collected from the data subject); 

 Details of automated decision-making (including profiling). 
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Providing Your Privacy Information 

Privacy information has various names, but each means the same thing. Privacy policy, 
privacy statement, and privacy notice are common terms. Some might also use “data 
protection policy”, although this is more often used for an internal policy of much broader 
scope (as is the case with our Data Protection Policy templates). We offer a range of privacy 
information templates, including Website Privacy Policies and an “offline” Privacy Notice. 

Privacy information should ideally be written in a manner that is tailored to your audience. 
This is particularly important if you are dealing with children‟s personal data. In any case, 
you should aim to make your privacy information: 

 Clear (use plain language); 

 Concise; 

 Transparent; and 

 Easily accessible. 

It is also important to review privacy information regularly to ensure that it is kept up to date. 
This is important when considering your use of personal data as a whole, not least where 
your lawful basis for using personal data is concerned. It is important to avoid “function 
creep” and not use personal data for new purposes without adhering to the proper 
formalities. If your use of personal data does change, your privacy information must be 
updated to reflect this. 

As noted above, how you obtain personal data will determine when you should provide 
privacy information. It is also important to remember that even if you are obtaining personal 
data from a third-party source rather than from the data subjects themselves, you must still 
provide your own privacy information. This also applies if you are gathering personal data 
from publicly accessible sources. 

If you intend to use personal data for a different purpose to that for which it was originally 
obtained, ensure that your privacy information is clear about this. Similarly, if personal data 
is obtained from a publicly available source and your use of personal data is likely to be 
unexpected or intrusive to data subjects, ensure that your privacy information provides clear 
details about what you are doing. 

Exceptions 

There are limited exceptions to the obligation to provide privacy information. When collecting 
personal data directly from data subjects, you do not have to furnish them with information 
that they already have. 

When collecting personal data via a third party, you do not need to furnish the data subject 
with privacy information in the following circumstances: 

 They already have the required information; 

 It would be impossible to provide the information or would involve disproportionate 
effort; 

 The achievement of the objectives of the processing of the personal data would be 
rendered impossible or seriously impaired if you were to provide the information; 

 You are obtaining or disclosing the personal data to comply with a legal obligation; or 

 You are under an obligation of professional secrecy regulated by law that covers the 
personal data in question. 

S 

A 

M 

P 

L 

E 

https://simply-docs.co.uk/GDPR--Data-Protection/Data-Protection-Policy
https://simply-docs.co.uk/GDPR--Data-Protection/Privacy--Cookie-Policies
https://simply-docs.co.uk/GDPR--Data-Protection-Documents/GDPR-Privacy-Notice


© Simply-Docs - BS.DAT.DSR.GN.01 Data Subject Rights Guidance Notes 5 

Part 2. The Right of Access 

This right is another important component of the transparency principle. Data subjects have 
the right to access the personal data that you hold about them. This right is exercised by 
means of a subject access request, commonly abbreviated as “SAR” (also known as a data 
subject access request or DSAR). 

A SAR does not need to follow a particular format and can be made orally or in writing. As 
with most of the other rights detailed in these Guidance Notes, strict time limits apply to your 
response. It is therefore important that everyone within your organisation who is likely to 
receive a SAR knows how to recognise one. A Subject Access Request Policy and 
Procedure can assist in this regard. 

Generally speaking, you have one month within which to respond to a SAR and, in most 
cases, must do so free of charge. There are exceptions to these rules, but they will likely not 
apply in most cases. 

Your response to a SAR should include confirmation that you are processing personal data 
about the data subject, a copy of that personal data, and certain other information which 
mostly matches that which you should be providing in your privacy information. 

As noted above, SARs do not need to follow any particular format. Training your staff to 
recognise SARs is therefore important. While not legally required to do so, you can also help 
make things easier for data subjects and your own staff by providing a Subject Access 
Request Form (but you cannot require people to use it). 

Please Refer to our Subject Access Request Guidance Notes 

The right of access can, at times, be surprisingly complex. We have provided a dedicated 
set of Guidance Notes on SARs which include details on the proper calculation of the time 
limit for response, exceptions, third-party requests and more. 

A range of template letters for responding to SARs is also available. 
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https://simply-docs.co.uk/Data-Subject-Access-Requests/Subject-Access-Request-Form-GDPR-Ready
https://simply-docs.co.uk/Data-Subject-Access-Requests/Subject-Access-Request-Form-GDPR-Ready
https://simply-docs.co.uk/Data-Subject-Access-Requests/Subject-Access-Request-Form-GDPR-Ready
https://simply-docs.co.uk/Data-Subject-Access-Requests/Data-Subject-Access-Request-Guidance-Notes
https://simply-docs.co.uk/GDPR--Data-Protection-Documents/Data-Subject-Access-Requests
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Part 3. The Right to Rectification 

If personal data is inaccurate or incomplete, the data subjects to whom that personal data 
relates have the right to have it rectified or completed. Whereas the first two rights relate 
closely to the principle of transparency, this right ties in with the accuracy principle. 

When a request for rectification is received, you will need to take reasonable steps to 
determine whether the personal data in question is accurate (or complete) and to correct it if 
necessary. Generally speaking, the more important it is that the data is correct, the more 
work you should put into making sure that it is. This will be a key consideration when 
determining what is “reasonable”, as will any action you have already taken to verify the 
accuracy of the personal data. At this point, it is also important to remember that you should 
have already taken steps to ensure that data is accurate and up to date, in line with the 
principles set out in Article 5 of the UK GDPR. 

As with other requests to exercise data subject rights, there is no specified form for data 
subjects to follow. A request can be made orally or in writing to anyone within your 
organisation. Training your staff to recognise a request is therefore very important, 
particularly given the tight time constraints. If the request challenges the accuracy of their 
personal data and asks you to correct it, or asks you to complete incomplete personal data, 
it is a valid request. 

Inaccurate Data or a Matter of Opinion? 

According to the Data Protection Act 2018, personal data is inaccurate if it is “incorrect or 
misleading as to any matter of fact”. In many cases, then, it will be clear whether or not 
personal data is accurate – an objective assessment. What happens, however, where the 
data in question is subjective, i.e. an opinion? 

According to the ICO: 

As long as the record shows clearly that the information is an opinion and, 
where appropriate, whose opinion it is, it may be difficult to say that it is 
inaccurate and needs to be rectified. 

A data subject may still object to an opinion for any number of reasons, but data protection 
law is likely not the best vehicle by which to challenge one. 

Inaccurate Data or a Mistake? 

Personal data will often be inaccurate due to a mistake. There may, however, be times when 
the personal data in question makes reference to a mistake that has since been fixed. In 
such cases, to “rectify” the data by removing the reference to the mistake would not be 
appropriate. Again, what is important when determining whether or not personal data is 
inaccurate is whether or not it is incorrect or misleading as to any matter of fact. 

Restricting Contested Data 

Part 5 of these Guidance Notes explains the right to restrict processing. This right is closely 
connected to the right to rectification. If a data subject has challenged the accuracy (or 
completeness) of personal data, it is good practice to restrict your processing of that 
personal data while you are verifying its accuracy. The data subject may expressly exercise 
their right to restrict processing, but even if they don‟t, it is a good idea to do it. 

Resolving the Matter 

If, after consideration of the data subject‟s request, you determine that the personal data 
does need to be corrected, you should, of course, do so. But what if you determine that it is 
accurate? An explanation should be given to the data subject along with information about 
their right to complain to the ICO or to seek to enforce their rights through a judicial remedy. 
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The Time Limit for Response 

The time limit for responding to a request is normally one month from the receipt of the 
request. Care must be taken when calculating this period as it is not quite as simple as it 
may first appear. 

First of all, there are limited extensions to the one-month period if you have requested 
information to confirm the identity of the individual making the request or if you have 
requested a fee. In these circumstances, the time limit begins when you receive the 
information and/or fee but you must ask for it or them within that crucial first month of receipt 
of the request itself. 

Secondly, there is the matter of calculating “one month”. The time limit should be calculated 
from the day you receive the request (or information/fee) to the corresponding day in the 
following month. What if there is no corresponding day in the following month? In this case, 
the period ends on the last day of that month. 

For example, the normal time limit for a request received on 5 January would end on 5 
February. The time limit for a request received on 31 January, on the other hand, would end 
on 28 February (or 29 February in a leap year). 

What about weekends or public holidays? In this case, the time limit extends to the next 
working day if it would otherwise end on a weekend or public holiday. 

In light of such complications, therefore, the ICO recommends setting an internal time limit of 
28 days for response so as to ensure that you do not mistakenly exceed the legal time limit. 

In some limited circumstances, it is possible to extend the one-month time limit by up to two 
months. This only applies if a request is complex or if you have received a number of 
requests from the same person. If an extension is necessary, you must inform the individual 
within the first month, giving your reasons for the extension. 

Charging a Fee 

In most cases, you cannot charge a fee for responding to any request to exercise data 
subject rights. If, however, a request is “manifestly unfounded or excessive”, you can charge 
a fee sufficient to cover the administrative costs of complying with that request. 

You also have the option of refusing to comply with a manifestly unfounded or excessive 
request (see below). 

Note that if you charge a fee, you should explain why (and be in a position to explain to the 
ICO as well, if required). You should also explain to the data subject that they have the right 
to complain to the ICO and that they may be able to enforce their rights through a judicial 
remedy. 

Verifying Identity 

If you have “reasonable doubts” about the identity of the person making the request, you 
may request additional information in order to confirm the identity of the data subject. 

Note that if you ask for such information, you should explain why (and be in a position to 
explain to the ICO as well, if required). You should also explain to the data subject that they 
have the right to complain to the ICO and that they may be able to enforce their rights 
through a judicial remedy. 

Refusing to Comply 

In some cases, you may be able to refuse to comply with a request to exercise data subject 
rights on the grounds of an exemption. Exemptions fit broadly into the following categories: 

 Crime, law, and public protection; 

 Regulation, parliament, and the judiciary; 
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 Journalism, research, and archiving; 

 Health, social work, education, and child abuse; 

 Finance, management, and negotiations; 

 References and exams; and 

 Information about others in relation to subject access requests. 

These exemptions fall outside the scope of these Guidance Notes. If you think that one or 
more may be relevant to your use of personal data, please contact the ICO or seek 
professional legal advice. 

It is also possible to refuse to comply with requests that are manifestly unfounded or 
excessive. Note that if you refuse to comply, you should explain why (and be in a position to 
explain to the ICO as well, if required). You should also explain to the data subject that they 
have the right to complain to the ICO and that they may be able to enforce their rights 
through a judicial remedy. 

What is Manifestly Unfounded? 

The ICO explains that a request is manifestly unfounded if the data subject clearly has no 
actual intention of exercising the right in question. They may, for example, make a request 
and then offer to withdraw it in exchange for some sort of benefit from you. 

Similarly, a request may be manifestly unfounded if it is malicious in intent and is being used 
to harass your organisation with no real purpose other than to cause disruption. Examples 
include: 

 The person making the request has expressly stated that they intend to cause 
disruption; 

 The request makes unsubstantiated accusations against you or specific members of 
your team; 

 The person making the request is targeting a particular member of your team against 
whom they have a personal grudge; or 

 The person making the request is systematically sending different requests to you on 
a regular basis with the intention of causing disruption. 

Refusing to comply with a request on the grounds that it is manifestly unfounded is not 
something to be taken lightly and it is certainly not a simple box-checking exercises 
(although it would seem that some cases will be more obvious than others). Each case 
should be assessed on its own and it is important to keep in mind that even an apparently 
aggressive request may still be a valid one. Similarly, even if the same person has 
previously made manifestly unfounded requests, this does not mean that any new ones can 
be automatically deemed manifestly unfounded. The key question is whether or not the data 
subject truly wants to exercise their rights. 

What is Excessive? 

A request is considered excessive if it repeats the substance of previous requests and it 
either overlaps with such requests or a reasonable time has not passed since receipt of the 
previous requests. 

As with manifestly unfounded requests, excessive requests must be considered on a case 
by case basis, taking into account all relevant circumstances. 

As the ICO explains, the following examples do not automatically constitute excessive 
requests: 
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 The person making the request has previously made a request about the same 
issue; 

o There may be legitimate reasons for making such requests again. 

 The person making the request makes an overlapping request, but one that relates 
to a different set of personal data; 

 The person making the request has previously made manifestly or unfounded 
requests. 

Informing Other Parties of Rectification 

If personal data that is rectified or completed has been shared with another recipient 
(including an individual, organisation, public authority, agency, or other body), you must 
inform such recipients of the change unless it would be impossible or involve 
disproportionate effort to do so. Data subjects should also be informed about such 
recipients. 
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Part 4. The Right to Erasure 

This right gives data subjects the right to have personal data erased. It is also known as the 
right to be forgotten. At the outset, it is important to note that this is not an absolute right and 
that it only applies in the following circumstances: 

 It is no longer necessary for you to keep the personal data in light of the purpose(s) 
for which it was originally collected or processed; 

 You are using consent as your lawful basis for using the personal data and the data 
subject withdraws their consent; 

 You are using legitimate interests as your lawful basis for using the personal data, 
the data subject has exercised their right to object (see Part 7, below), and there is 
no overriding legitimate interest allowing you to continue; 

 You are processing the personal data for direct marketing purposes and the data 
subject objects to that processing; 

 You have used the personal data unlawfully; 

 You are required to erase the personal data to comply with a legal obligation; or 

 You have processed the personal data in order to offer information society services 
to a child. 

Following on from the final point, if the request for erasure relates to personal data collected 
from children, the ICO states that “you should give particular weight to any request for 
erasure if the processing is based upon consent given by a child…” This is particularly 
important as children may not be fully aware of the consequences of handing over their 
personal data and of the risks involved. Such care should also be taken even where the data 
subject in question is no longer a child, but the relevant personal data was provided to you 
when they were. 

As with other requests to exercise data subject rights, there is no specified form for data 
subjects to follow. A request can be made orally or in writing to anyone within your 
organisation. Training your staff to recognise a request for erasure is therefore very 
important. If the request satisfies one of the criteria listed above, it is a valid request. 

Erasing Personal Data 

The word “erasure” tends to point towards electronic data, but it is important to remember 
that personal data may also be stored in hard copy form. 

Erasing Electronic Personal Data 

When erasing electronic data, it is important to keep in mind that simply deleting it will not 
necessarily remove it from a storage device such as a hard disk. The deletion often occurs 
only at the software level, but until the physical part of the disk is overwritten with new data, 
the magnetic storage itself remains unchanged. Even once data has been overwritten, 
erasing electronic data beyond recovery can be difficult without physically destroying the 
storage medium, as sophisticated data recovery tools can be used to restore data even 
where it has been overwritten in some cases. However, unless the personal data is highly 
sensitive (most likely to a degree that would not affect SMEs), deleting the data in the 
normal way is likely to be sufficient. 

Options for deleting data stored electronically include: 

 Physical destruction of storage media – this is ideal for removable media such as CD 
and DVD ROMs, but for devices such as hard drives, this can be an expensive 
option. Extreme methods include physically grinding hard disks to dust; however, this 
is likely to be unnecessary for the types of data handled by SMEs. 
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 Secure deletion – rather than simply deleting data, this method involves overwriting 
the sectors of the disk on which the data was stored with new data. The more 
„passes‟ that are made, the more secure the deletion. Typical methods range from a 
single pass of zeroes, to seven passes of randomized data. It is important to be 
aware, however, that this method of deletion is not always an option with newer 
forms of storage such as SSDs and hybrid drives due to the way in which they store 
data. Many SSDs have their own secure deletion software, and increasingly, there 
are third-party applications available; however, if full and secure erasure is 
something you wish to consider, this is a factor to keep in mind when choosing your 
storage devices. 

 Other methods include restoring a computer or device to factory settings and/or 
formatting the drive. It is important to be aware, however, that unless such methods 
are combined with secure deletion, they will not offer any more security than simply 
deleting the individual files concerned. 

Such methods are important for highly sensitive data, but in most cases, particularly for 
SMEs, what is realistically important is putting the personal data “beyond use”. Guidance 
from the ICO defines “beyond use” as follows: 

The ICO will be satisfied that information has been „put beyond use‟, if not 
actually deleted, provided that the data controller holding it: 

 is not able, or will not attempt, to use the personal data to inform any 
decision in respect of any individual or in a manner that affects the 
individual in any way; 

 does not give any other organization access to the personal data; 

 surrounds the personal data with appropriate technical and 
organizational security; and 

 commits to permanent deletion of the information if, or when, this 
becomes possible. 

Clearly, then, the more permanently you can erase data, the better; however, you are not 
expected to physically destroy your storage media. As the Information Commissioner‟s 
Office guidance on deletion clearly states (emphasis added): 

If you delete an item to your recycle bin, perform a „quick format‟ of your hard 
drive or perform a factory reset of your device, you will be typically deleting 
data. However, data recovery experts can restore this data. Even with that 
said, data deletion is generally an adequate method of removing 
personal data from a device in most situations.‟ 

In short, therefore, selecting the data you wish to delete, deleting it, and emptying your 
Recycle Bin or Trash, will generally be sufficient, particularly for SMEs handling 
comparatively low-risk personal data. Nevertheless, if there is any doubt, specialist advice 
should be sought and there are many specialist service providers who offer secure erasure 
services at a range of levels. 

Erasing Physical Personal Data 

While much information used in business is now stored electronically, paper records still 
exist, more so in some contexts than others. Even in cases where your primary form of 
personal data storage is electronic, it will be important to keep track of printed copies and to 
ensure that such copies are destroyed safely when their electronic counterparts are deleted. 

When disposing of hardcopy records, you must take care to avoid any personal data being 
recognizable after disposal. It is, therefore, logical to assume that simply throwing the paper 
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into the recycling bin will not be sufficient. At the very least, physical records incorporating 
personal data should be shredded. 

When selecting a suitable shredder, it is important to keep in mind that different levels of 
security are available, some in compliance with European DIN security levels which run from 
1 to 6 with 1 being the least secure and 6 being the most. DIN 1, for example, shreds paper 
into strips a maximum of 12mm wide and will generally only be suitable for home use. At the 
other end of the scale, DIN 6 shredders will reduce paper to a particle size of 0.8mm v 4mm 
and are generally used for government and military applications. DIN 2 at a minimum, or DIN 
3 shredders are generally more suitable for business use, but specialist advice should be 
sought if there is any doubt. 

Erasing Backups 

When considering your obligation to comply with a request for erasure, it makes no 
difference whether data is stored on a live system or as a backup. It must be erased unless 
an exemption applies that releases you from the obligation. As the ICO explains, however, 
the steps that you must take to erase backed-up personal data “will depend on your 
particular circumstances, your retention schedule…and the technical mechanisms that are 
available to you”. 

Furthermore, the ICO points out that: 

It may be that the erasure request can be instantly fulfilled in respect of live 
systems, but that the data will remain within the backup environment for a 
certain period of time until it is overwritten. 

As noted above, what matters is that the backed-up data is put “beyond use”, even in 
situations where it cannot be overwritten straight away. The data should not be used and 
merely held on your backup systems until it is replaced in accordance with a set schedule. 
While conceding that the risk is still dependent on your particular context, the ICO suggests 
that this is unlikely to pose a significant risk. 

Exemptions to the Right to Erasure 

If the processing of the personal data in question is necessary for one of the following 
purposes, the right does not apply: 

 For exercising the right to freedom of expression and information; 

 For complying with a legal obligation; 

 For the performance of a task carried out in the public interest or in the exercise of 
official authority; 

 For archiving purposes in the public interest, scientific research, historical research, 
or statistical purposes where the erasure of the data is likely to render the processing 
impossible or seriously impair it; or 

 For the establishment, exercise, or defence of legal claims. 

The UK GDPR also sets out two further exemptions which relate to special category data, 
specifically that relating to health. While we would not expect these to apply to most SMEs, 
they are included here for completeness: 

 The processing of the personal data is necessary for public health purposes in the 
public interest; or 

 The processing of the personal data is necessary for the purposes of preventative or 
occupational medicine. This exemption applies only where the data is being 
processed by or under the responsibility of a professional who is subject to a legal 
obligation of professional secrecy, such as a health professional. 
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In some cases, you may be able to refuse to comply with a request to exercise data subject 
rights on the grounds of an exemption. Exemptions fit broadly into the following categories: 

 Crime, law, and public protection; 

 Regulation, parliament, and the judiciary; 

 Journalism, research, and archiving; 

 Health, social work, education, and child abuse; 

 Finance, management, and negotiations; 

 References and exams; and 

 Information about others in relation to subject access requests. 

These exemptions fall outside the scope of these Guidance Notes. If you think that one or 
more may be relevant to your use of personal data, please contact the ICO or seek 
professional legal advice. 

It is also possible to refuse to comply with requests that are manifestly unfounded or 
excessive. Note that if you refuse to comply, you should explain why (and be in a position to 
explain to the ICO as well, if required). You should also explain to the data subject that they 
have the right to complain to the ICO and that they may be able to enforce their rights 
through a judicial remedy. 

What is Manifestly Unfounded? 

The ICO explains that a request is manifestly unfounded if the data subject clearly has no 
actual intention of exercising the right in question. They may, for example, make a request 
and then offer to withdraw it in exchange for some sort of benefit from you. 

Similarly, a request may be manifestly unfounded if it is malicious in intent and is being used 
to harass your organisation with no real purpose other than to cause disruption. Examples 
include: 

 The person making the request has expressly stated that they intend to cause 
disruption; 

 The request makes unsubstantiated accusations against you or specific members of 
your team; 

 The person making the request is targeting a particular member of your team against 
whom they have a personal grudge; or 

 The person making the request is systematically sending different requests to you on 
a regular basis with the intention of causing disruption. 

Refusing to comply with a request on the grounds that it is manifestly unfounded is not 
something to be taken lightly and it is certainly not a simple box-checking exercises 
(although it would seem that some cases will be more obvious than others). Each case 
should be assessed on its own and it is important to keep in mind that even an apparently 
aggressive request may still be a valid one. Similarly, even if the same person has 
previously made manifestly unfounded requests, this does not mean that any new ones can 
be automatically deemed manifestly unfounded. The key question is whether or not the data 
subject truly wants to exercise their rights. 

What is Excessive? 

A request is considered excessive if it repeats the substance of previous requests and it 
either overlaps with such requests or a reasonable time has not passed since receipt of the 
previous requests. 
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As with manifestly unfounded requests, excessive requests must be considered on a case 
by case basis, taking into account all relevant circumstances. 

As the ICO explains, the following examples do not automatically constitute excessive 
requests: 

 The person making the request has previously made a request about the same 
issue; 

o There may be legitimate reasons for making such requests again. 

 The person making the request makes an overlapping request, but one that relates 
to a different set of personal data; 

 The person making the request has previously made manifestly or unfounded 
requests. 

The Time Limit for Response 

The time limit for responding to a request for erasure is normally one month from the receipt 
of the request. Care must be taken when calculating this period as it is not quite as simple 
as it may first appear. 

First of all, there are limited extensions to the one-month period if you have requested 
information to confirm the identity of the individual making the request or if you have 
requested a fee. In these circumstances, the time limit begins when you receive the 
information and/or fee. 

Secondly, there is the matter of calculating “one month”. The time limit should be calculated 
from the day you receive the request (or information/fee) to the corresponding day in the 
following month. What if there is no corresponding day in the following month? In this case, 
the period ends on the last day of that month. 

For example, the normal time limit for a request received on 5 January would end on 5 
February. The time limit for a request received on 31 January, on the other hand, would end 
on 28 February (or 29 February in a leap year). 

What about weekends or public holidays? In this case, the time limit extends to the next 
working day if it would otherwise end on a weekend or public holiday. 

In light of such complications, therefore, the ICO recommends setting an internal time limit of 
28 days for response so as to ensure that you do not mistakenly exceed the legal time limit. 

In some limited circumstances, it is possible to extend the one-month time limit by up to two 
months. This only applies if a request is complex or if you have received a number of 
requests from the same person. If an extension is necessary, you must inform the individual 
within the first month, giving your reasons for the extension. 

Charging a Fee 

In most cases, you cannot charge a fee for responding to any request to exercise data 
subject rights. If, however, a request is “manifestly unfounded or excessive”, you can charge 
a fee sufficient to cover the administrative costs of complying with that request. 

You also have the option of refusing to comply with a manifestly unfounded or excessive 
request (see above). 

Note that if you charge a fee, you should explain why (and be in a position to explain to the 
ICO as well, if required). You should also explain to the data subject that they have the right 
to complain to the ICO and that they may be able to enforce their rights through a judicial 
remedy. 
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Verifying Identity 

If you have “reasonable doubts” about the identity of the person making the request, you 
may request additional information in order to confirm the identity of the data subject. 

Note that if you ask for such information, you should explain why (and be in a position to 
explain to the ICO as well, if required). You should also explain to the data subject that they 
have the right to complain to the ICO and that they may be able to enforce their rights 
through a judicial remedy. 

Informing Other Parties of Erasure 

If personal data that you are required to erase has been disclosed to another party or if that 
personal data has been made public in an online environment (e.g. on social media or a 
website), you must inform the other parties involved. 

In the first case, each specific recipient must be informed of the erasure unless it is 
impossible or would involve disproportionate effort to do so. Data subjects must also be 
informed about these parties if you are asked. 

In the second case, “reasonable steps” (taking into account available technology and costs) 
must be taken to inform other data controllers who are processing the affected personal data 
to erase links to it, as well as copies and replication of it. 
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Part 5. The Right to Restrict Processing 

In certain circumstances, data subjects can request that you limit the ways in which you 
process their personal data. This is an alternative to requesting erasure, and data subjects 
will make a request of this kind for particular reasons. Restrictions do not generally last 
indefinitely. 

The right to restrict processing applies in the following circumstances: 

 The data subject has challenged the accuracy of their personal data (see Part 3, 
above) and you are in the process of verifying its accuracy; 

 You have processed the personal data unlawfully, but the data subject wants the 
processing of their personal data restricted rather than having the data erased (see 
Part 4, above, for the right to erasure); 

 You do not need the personal data anymore, but the data subject needs you to hold 
onto it in order to establish, exercise, or defend a legal claim; or 

 The data subject has objected to your processing of their personal data (see Part 7, 
below) and you are in the process of considering whether your legitimate grounds 
override the data subject‟s. 

With respect to verifying accuracy and considering an objection, the ICO recommends that 
you automatically restrict your processing of the affected personal data as a matter of 
course, rather than waiting for the data subject to ask you. 

As with other requests to exercise data subject rights, there is no specified form for data 
subjects to follow. A request can be made orally or in writing to anyone within your 
organisation. Training your staff to recognise a request to restrict processing is therefore 
very important. If the request relates to the circumstances set out above, it is a valid request. 

Restricting Processing of Personal Data 

Firstly, it is important to keep in mind that “processing” as defined by data protection law is a 
very broad term and covers just about anything that you do with the data. Indeed, even 
erasing data is a form of processing. 

How to restrict the processing of personal data will depend upon what kind of data you are 
dealing with, what you are already doing with it, and where and how it is stored. While the 
method of restriction will vary from case to case, however, the UK GDPR makes the 
following suggestions: 

Recital 67 

Methods by which to restrict the processing of personal data could 
include…temporarily moving the selected data to another processing system, 
making the selected personal data unavailable to users, or temporarily 
removing published data from a website. In automated filing systems, the 
restriction of processing should in principle be ensured by technical means in 
such a manner that the personal data are not subject to further processing 
operations and cannot be changed. The fact that the processing of personal 
data is restricted should be clearly indicated in the system. 

Is there anything that you can do with restricted personal data? Generally speaking, no, but 
there are some very limited exceptions: 

 You have the data subject‟s consent to do something with it; 

 You need to process the personal data for the establishment, exercise, or defence of 
legal claims; 
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 The processing is necessary for the protection of another (natural or legal) person‟s 
rights; or 

 The processing is necessary for important public interest reasons. 

Removing Restrictions 

If the processing of personal data is restricted while you are assessing the accuracy of 
personal data (where the data subject has exercised the right to rectification) or where the 
data subject has objected to your processing (processing on public interest or legitimate 
interests grounds) and you are considering whether your legitimate interests override the 
data subject‟s, the restriction will be generally temporary. Once the accuracy issue is 
resolved or you have determined that your legitimate grounds override the data subject‟s, 
the restriction may be lifted. 

It is important, in such circumstances, to inform the individual that the restriction is being 
lifted before you lift it. If you are not rectifying personal data (i.e. you have determined that it 
is accurate), you should inform the data subject of your reasons. Likewise, if you determine 
that your legitimate grounds override the data subject‟s, you should explain your reasons. 
When doing so, it is also important that you inform the data subject of their right to complain 
to the ICO and to seek a judicial remedy. 

Refusing to Comply 

In some cases, you may be able to refuse to comply with a request to exercise data subject 
rights on the grounds of an exemption. Exemptions fit broadly into the following categories: 

 Crime, law, and public protection; 

 Regulation, parliament, and the judiciary; 

 Journalism, research, and archiving; 

 Health, social work, education, and child abuse; 

 Finance, management, and negotiations; 

 References and exams; and 

 Information about others in relation to subject access requests. 

These exemptions fall outside the scope of these Guidance Notes. If you think that one or 
more may be relevant to your use of personal data, please contact the ICO or seek 
professional legal advice. 

It is also possible to refuse to comply with requests that are manifestly unfounded or 
excessive. Note that if you refuse to comply, you should explain why (and be in a position to 
explain to the ICO as well, if required). You should also explain to the data subject that they 
have the right to complain to the ICO and that they may be able to enforce their rights 
through a judicial remedy. 

What is Manifestly Unfounded? 

The ICO explains that a request is manifestly unfounded if the data subject clearly has no 
actual intention of exercising the right in question. They may, for example, make a request 
and then offer to withdraw it in exchange for some sort of benefit from you. 

Similarly, a request may be manifestly unfounded if it is malicious in intent and is being used 
to harass your organisation with no real purpose other than to cause disruption. Examples 
include: 

 The person making the request has expressly stated that they intend to cause 
disruption; 
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 The request makes unsubstantiated accusations against you or specific members of 
your team; 

 The person making the request is targeting a particular member of your team against 
whom they have a personal grudge; or 

 The person making the request is systematically sending different requests to you on 
a regular basis with the intention of causing disruption. 

Refusing to comply with a request on the grounds that it is manifestly unfounded is not 
something to be taken lightly and it is certainly not a simple box-checking exercises 
(although it would seem that some cases will be more obvious than others). Each case 
should be assessed on its own and it is important to keep in mind that even an apparently 
aggressive request may still be a valid one. Similarly, even if the same person has 
previously made manifestly unfounded requests, this does not mean that any new ones can 
be automatically deemed manifestly unfounded. The key question is whether or not the data 
subject truly wants to exercise their rights. 

What is Excessive? 

A request is considered excessive if it repeats the substance of previous requests and it 
either overlaps with such requests or a reasonable time has not passed since receipt of the 
previous requests. 

As with manifestly unfounded requests, excessive requests must be considered on a case 
by case basis, taking into account all relevant circumstances. 

As the ICO explains, the following examples do not automatically constitute excessive 
requests: 

 The person making the request has previously made a request about the same 
issue; 

o There may be legitimate reasons for making such requests again. 

 The person making the request makes an overlapping request, but one that relates 
to a different set of personal data; 

 The person making the request has previously made manifestly or unfounded 
requests. 

The Time Limit for Response 

The time limit for responding to a request for restriction is normally one month from the 
receipt of the request. Care must be taken when calculating this period as it is not quite as 
simple as it may first appear. 

First of all, there are limited extensions to the one-month period if you have requested 
information to confirm the identity of the individual making the request or if you have 
requested a fee. In these circumstances, the time limit begins when you receive the 
information and/or fee. 

Secondly, there is the matter of calculating “one month”. The time limit should be calculated 
from the day you receive the request (or information/fee) to the corresponding day in the 
following month. What if there is no corresponding day in the following month? In this case, 
the period ends on the last day of that month. 

For example, the normal time limit for a request received on 5 January would end on 5 
February. The time limit for a request received on 31 January, on the other hand, would end 
on 28 February (or 29 February in a leap year). 

What about weekends or public holidays? In this case, the time limit extends to the next 
working day if it would otherwise end on a weekend or public holiday. 
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In light of such complications, therefore, the ICO recommends setting an internal time limit of 
28 days for response so as to ensure that you do not mistakenly exceed the legal time limit. 

In some limited circumstances, it is possible to extend the one-month time limit by up to two 
months. This only applies if a request is complex or if you have received a number of 
requests from the same person. If an extension is necessary, you must inform the individual 
within the first month, giving your reasons for the extension. 

Charging a Fee 

In most cases, you cannot charge a fee for responding to any request to exercise data 
subject rights. If, however, a request is “manifestly unfounded or excessive”, you can charge 
a fee sufficient to cover the administrative costs of complying with that request. 

You also have the option of refusing to comply with a manifestly unfounded or excessive 
request (see above). 

Note that if you charge a fee, you should explain why (and be in a position to explain to the 
ICO as well, if required). You should also explain to the data subject that they have the right 
to complain to the ICO and that they may be able to enforce their rights through a judicial 
remedy. 

Verifying Identity 

If you have “reasonable doubts” about the identity of the person making the request, you 
may request additional information in order to confirm the identity of the data subject. 

Note that if you ask for such information, you should explain why (and be in a position to 
explain to the ICO as well, if required). You should also explain to the data subject that they 
have the right to complain to the ICO and that they may be able to enforce their rights 
through a judicial remedy. 

Informing Other Parties of Restriction 

If personal data subject to a request for restriction of processing has been shared with other 
parties, you must inform each parties of that restriction unless it is impossible or would 
involve disproportionate effort to do so. Data subjects should also be informed about such 
recipients. 
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Part 6. The Right to Data Portability 

If your lawful basis for processing personal data is consent, or for the performance of a 
contract, and the processing of that personal data is carried out by automated means, data 
subjects have the right to receive that personal data in a “structured, commonly used, and 
machine-readable format”, and the right to transmit (or, where feasible, to have it 
transmitted) that data to another organisation. 

The idea behind this right is to allow people to easily move their personal data between 
different services without its usability being impaired. 

It is important to note that, in addition to the above criteria (i.e. consent or contract), the right 
applies only to personal data that the data subject has provided to you. This is an important 
point and is not quite as simple as it may first appear. 

As with other requests to exercise data subject rights, there is no specified form for data 
subjects to follow. A request can be made orally or in writing to anyone within your 
organisation. Training your staff to recognise a request to exercise the right to data 
portability is therefore very important. 

When is Personal Data Provided to You? 

In some cases, this will be obvious; for example, where the data subject gives you 
information directly when registering on your website or similar. The definition goes beyond 
this, however and also includes personal data that results from your observation of the data 
subject‟s activities. 

Examples of such data include: 

 Website usage history or search history; 

 Traffic and location data; or 

 Raw data from connected or “IoT” devices such as wearables and smart metres. 

What this definition does not include is data that you have created based upon data provided 
by the data subject. It is important to note, however, that while any such personal data isn‟t 
covered by the right to portability, it is covered by the right of access (see Part 2, above). 
Consequently, the ICO still recommends that: 

…if it is clear that the individual is seeking access to the inferred/derived 
data, as part of a wider portability request, it would be good practice to 
include this data in your response. 

Anonymised and Pseudonymised Personal Data 

If personal data is truly anonymised, the right to data portability does not apply. If it is 
pseudonymised and can be connected to the data subject, the right does apply. 

Personal Data About Multiple Data Subjects 

If information covered by a request for data portability includes personal data about 
someone other than the data subject in question, you will need to determine whether 
providing the information would adversely affect the rights and freedoms of the others 
involved. Generally, the ICO suggests, providing personal data to the individual making the 
request “should not be a problem”, particularly if the third-party information in question was 
provided to you by that individual in the first instance. It is still important, however, to 
consider the rights and freedoms of those people. 

If, on the other hand, personal data has been provided by multiple data subjects, for 
example, when setting up a joint account, you must be sure that they all agree to the 
portability request and may need to actively seek their agreement. 
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Complying with a Request 

Where the right to data portability applies, data subjects are entitled to a copy of their 
personal data and/or to have it sent to another organisation (data controller). 

When it comes to providing the personal data directly to data subjects, this can be done 
either directly in response to a request to exercise the right to data potability, or more 
proactively by providing access to it via an automated self-service system. Whichever route 
you take, ensuring security is important. 

If the data subject asks you to send their personal data directly to another controller, you 
must do so if it is technically feasible. You are not legally obliged to adopt or maintain 
systems that are compatible with those used by other organisations simply because this 
right exists, but you should be reasonable in choosing technology, formats, and so forth. 
Given the range of widely-used and widely compatible data formats available, it should 
arguably not be difficult to ensure that your systems are mostly compatible with others, at 
least where the data itself is concerned. 

Data protection law also requires you to transmit data in accordance with this right “without 
hinderance”, i.e. you should not put unnecessary legal, technical, or financial obstacles in 
the way of the process. That said, this does not mean that there are not legitimate grounds 
for being unable to transmit data. When in doubt, specialist advice should be sought from 
the ICO or a suitably qualified legal professional. 

As noted above, security is important, particularly when it comes to transmitting personal 
data in response to a request for data portability. You are responsible for the transmission 
itself, whether to the data subject or to another organisation. You are not responsible, 
however, for the use that the personal data is put to once it is in the other party‟s hands. It 
can be helpful, however, particularly when sending data to individuals, to provide guidance 
on keeping personal data safe and secure. 

How to Provide the Personal Data 

When complying with a request for data portability, personal data must be provided in a 
format that is: 

 Structured; 

 Commonly used; and 

 Machine-readable. 

It may also make things easier to use interoperable formats. If you work in a particular sector 
or industry where data sharing in this manner is common, it can be advantageous to all to 
work together to ensure the adoption of interoperable formats for personal data. 

You are not required by law to use open formats exclusively. You may need or want to use 
proprietary formats internally which may not be accessible or usable by individuals or other 
organisations. You will, however, need to ensure that it is possible to convert data into an 
open format when complying with the right to data portability. Popular open formats that 
meet the above requirements include CSV, XML, and JSON. 

There is no prescriptive or exhaustive list of formats that should be used, but these formats 
are likely to be widely usable. It is always important, however, to take account of the 
recipient and the technologies available to them. In some cases, even formats that meet the 
above criteria may not be accessible to an individual; although, in practice, in most cases 
they will be, even if an individual only has access to a basic laptop or smartphone. 

Receiving Personal Data Transmitted under The Right to Data Portability 

So far, these Guidance Notes have looked at the right from the perspective of a data 
controller sending personal data to an individual or to another organisation, but what 
happens when you are on the receiving end? 
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You must, firstly, determine whether or not to accept and hold on to the data. Ask yourself 
whether or not the data is relevant and ensure that it is not excessive in light of the 
purpose(s) for which it will be processed. Also look out for any personal data relating to third 
parties. 

If third party data is involved, you must determine whether or not you have a reason to keep 
it and, if so, what your lawful basis or bases will be for doing so and for processing it. You 
must also ensure that your processing does not adversely affect the rights and freedoms of 
the data subjects concerned. 

It is particularly important to note that, as the ICO emphasises: 

…if you receive third party data you should not use this for your own 
purposes. You should keep the third-party data under the sole control of the 
individual who has made the portability request, and only used for their own 
purposes. 

Refusing to Comply 

In some cases, you may be able to refuse to comply with a request to exercise data subject 
rights on the grounds of an exemption. Exemptions fit broadly into the following categories: 

 Crime, law, and public protection; 

 Regulation, parliament, and the judiciary; 

 Journalism, research, and archiving; 

 Health, social work, education, and child abuse; 

 Finance, management, and negotiations; 

 References and exams; and 

 Information about others in relation to subject access requests. 

These exemptions fall outside the scope of these Guidance Notes. If you think that one or 
more may be relevant to your use of personal data, please contact the ICO or seek 
professional legal advice. 

It is also possible to refuse to comply with requests that are manifestly unfounded or 
excessive. Note that if you refuse to comply, you should explain why (and be in a position to 
explain to the ICO as well, if required). You should also explain to the data subject that they 
have the right to complain to the ICO and that they may be able to enforce their rights 
through a judicial remedy. 

What is Manifestly Unfounded? 

The ICO explains that a request is manifestly unfounded if the data subject clearly has no 
actual intention of exercising the right in question. They may, for example, make a request 
and then offer to withdraw it in exchange for some sort of benefit from you. 

Similarly, a request may be manifestly unfounded if it is malicious in intent and is being used 
to harass your organisation with no real purpose other than to cause disruption. Examples 
include: 

 The person making the request has expressly stated that they intend to cause 
disruption; 

 The request makes unsubstantiated accusations against you or specific members of 
your team; 

 The person making the request is targeting a particular member of your team against 
whom they have a personal grudge; or 
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 The person making the request is systematically sending different requests to you on 
a regular basis with the intention of causing disruption. 

Refusing to comply with a request on the grounds that it is manifestly unfounded is not 
something to be taken lightly and it is certainly not a simple box-checking exercises 
(although it would seem that some cases will be more obvious than others). Each case 
should be assessed on its own and it is important to keep in mind that even an apparently 
aggressive request may still be a valid one. Similarly, even if the same person has 
previously made manifestly unfounded requests, this does not mean that any new ones can 
be automatically deemed manifestly unfounded. The key question is whether or not the data 
subject truly wants to exercise their rights. 

What is Excessive? 

A request is considered excessive if it repeats the substance of previous requests and it 
either overlaps with such requests or a reasonable time has not passed since receipt of the 
previous requests. 

As with manifestly unfounded requests, excessive requests must be considered on a case 
by case basis, taking into account all relevant circumstances. 

As the ICO explains, the following examples do not automatically constitute excessive 
requests: 

 The person making the request has previously made a request about the same 
issue; 

o There may be legitimate reasons for making such requests again. 

 The person making the request makes an overlapping request, but one that relates 
to a different set of personal data; 

 The person making the request has previously made manifestly or unfounded 
requests. 

The Time Limit for Response 

The time limit for responding to a request is normally one month from the receipt of the 
request. Care must be taken when calculating this period as it is not quite as simple as it 
may first appear. 

First of all, there are limited extensions to the one-month period if you have requested 
information to confirm the identity of the individual making the request or if you have 
requested a fee. In these circumstances, the time limit begins when you receive the 
information and/or fee. 

Secondly, there is the matter of calculating “one month”. The time limit should be calculated 
from the day you receive the request (or information/fee) to the corresponding day in the 
following month. What if there is no corresponding day in the following month? In this case, 
the period ends on the last day of that month. 

For example, the normal time limit for a request received on 5 January would end on 5 
February. The time limit for a request received on 31 January, on the other hand, would end 
on 28 February (or 29 February in a leap year). 

What about weekends or public holidays? In this case, the time limit extends to the next 
working day if it would otherwise end on a weekend or public holiday. 

In light of such complications, therefore, the ICO recommends setting an internal time limit of 
28 days for response so as to ensure that you do not mistakenly exceed the legal time limit. 
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In some limited circumstances, it is possible to extend the one-month time limit by up to two 
months. This only applies if a request is complex or if you have received a number of 
requests from the same person. If an extension is necessary, you must inform the individual 
within the first month, giving your reasons for the extension. 

Charging a Fee 

In most cases, you cannot charge a fee for responding to any request to exercise data 
subject rights. If, however, a request is “manifestly unfounded or excessive”, you can charge 
a fee sufficient to cover the administrative costs of complying with that request. 

You also have the option of refusing to comply with a manifestly unfounded or excessive 
request (see above). 

Note that if you charge a fee, you should explain why (and be in a position to explain to the 
ICO as well, if required). You should also explain to the data subject that they have the right 
to complain to the ICO and that they may be able to enforce their rights through a judicial 
remedy. 

Verifying Identity 

If you have “reasonable doubts” about the identity of the person making the request, you 
may request additional information in order to confirm the identity of the data subject. 

Note that if you ask for such information, you should explain why (and be in a position to 
explain to the ICO as well, if required). You should also explain to the data subject that they 
have the right to complain to the ICO and that they may be able to enforce their rights 
through a judicial remedy. 
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Part 7. The Right to Object 

In limited circumstances, data subjects have the right to object to the processing of their 
personal data. In the case of direct marketing, this is an absolute right. In other cases, you 
may be able to override the objection. 

Where personal data is processed for the following reasons, the right to object is not 
absolute: 

 A task carried out in the public interest; 

 The exercise of official authority vested in you; or 

 Your lawful basis is “legitimate interests” (or the processing is for the legitimate 
interests of a third party). 

Further limitations to the right apply where the personal data is being processed for scientific 
research, historical research, or statistical purposes. 

As with other requests to exercise data subject rights, there is no specified form for data 
subjects to follow. A request can be made orally or in writing to anyone within your 
organisation. Training your staff to recognise a request to exercise the right to object is 
therefore very important. 

Complying with the Right to Object 

In the case of personal data used for direct marketing, as noted above, the right to object is 
absolute. There are, however, some important things to keep in mind. The right only applies 
to the extent that you are using the personal data in question for direct marketing. This does 
not mean that you must stop using all personal data relating to that individual and delete it. 
There may be other purposes that remain unaffected. You may also suppress the personal 
data used for marketing rather than deleting it, meaning that just enough information is 
retained to ensure that the data subject in question is not targeted with direct marketing in 
the future. 

In a situation where the personal data in question is being processed for one of the following 
reasons, remember that the right is not absolute. The data subject must provide specific 
reasons for their objection, based upon their particular situation: 

 A task carried out in the public interest (public task); 

 The exercise of official authority vested in you (public task); or 

 Your lawful basis is “legitimate interests” (or the processing is for the legitimate 
interests of a third party). 

If you can demonstrate “compelling legitimate grounds” to continue processing which 
override the interests, rights, and freedoms of the data subject; or the continued processing 
is necessary for the establishment, exercise, or defence of legal claims, you may be able to 
refuse to comply with the request. 

It will be important to consider why the individual is objecting in this case. If, for example, 
they submit that the processing is causing them substantial damage or distress, it may be 
less likely that your interests will override theirs. The nature of this assessment means that it 
should not be taken lightly and that specialist advice from the ICO or a suitably qualified 
legal professional should be sought in the event of doubt. 

If you do conclude that you do not need to comply with the request, you must tell the data 
subject and provide reasons for your decision. You should also inform them of their right to 
complain to the ICO and their ability to seek a judicial remedy to enforce their rights. 
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If you are processing personal data for scientific or historical research, or for statistical 
purposes and have appropriate safeguards in place, data subjects only have the right to 
object if your lawful basis for processing the personal data is either: 

 The exercise of official authority vested in you (public task); or 

 Legitimate interests. 

As above, you may nonetheless be able to continue processing the personal data if you can 
demonstrate compelling legitimate grounds to continue processing or the continued 
processing is necessary for the establishment, exercise, or defence of legal claims. 

Also as above, if you are satisfied that you do not need to comply, you must tell the data 
subject and provide reasons for your decision. You should also inform them of their right to 
complain to the ICO and their ability to seek a judicial remedy to enforce their rights. 

The decision to erase personal data affected by the exercise of the right to object will need 
to be taken on a case by case basis. In some cases, as noted above, it will be wise to retain 
a small amount of data sufficient to ensure that personal data relating to a particular data 
subject is not used for the same purpose in the future (e.g. a “Do not mail” list). What is 
important, however, is that the personal data is not processed further. 

As noted at the start of these Guidance Notes, you must inform data subjects of the right to 
object. This must be done, at the latest, when you first communicate with the data subject. 
As should be clear from the information above in this Part 7, this applies where you are 
processing their personal data in the following circumstances: 

 For direct marketing purposes; 

 On the “public task” lawful basis for the performance of a task carried out in the 
public interest; 

 On the “public task” lawful basis for the exercise of official authority vested in you; or 

 On the “legitimate interests” lawful basis. 

The ICO also points out that the information about the right to object should be presented 
clearly and separately from other information. If personal data is being used for research or 
statistical purposes, information about the right to object should be included in your privacy 
information (see Part 1, above). 

Other Reasons for Refusing to Comply 

As with the other data subject rights, it may be possible to refuse to comply with a request to 
exercise the right to object on the grounds of an exemption or because the request is 
manifestly unfounded or excessive. 

Exemptions fit broadly into the following categories: 

 Crime, law, and public protection; 

 Regulation, parliament, and the judiciary; 

 Journalism, research, and archiving; 

 Health, social work, education, and child abuse; 

 Finance, management, and negotiations; 

 References and exams; and 

 Information about others in relation to subject access requests. 

These exemptions fall outside the scope of these Guidance Notes. If you think that one or 
more may be relevant to your use of personal data, please contact the ICO or seek 
professional legal advice. 
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It is also possible to refuse to comply with requests that are manifestly unfounded or 
excessive. Note that if you refuse to comply, you should explain why (and be in a position to 
explain to the ICO as well, if required). You should also explain to the data subject that they 
have the right to complain to the ICO and that they may be able to enforce their rights 
through a judicial remedy. 

What is Manifestly Unfounded? 

The ICO explains that a request is manifestly unfounded if the data subject clearly has no 
actual intention of exercising the right in question. They may, for example, make a request 
and then offer to withdraw it in exchange for some sort of benefit from you. 

Similarly, a request may be manifestly unfounded if it is malicious in intent and is being used 
to harass your organisation with no real purpose other than to cause disruption. Examples 
include: 

 The person making the request has expressly stated that they intend to cause 
disruption; 

 The request makes unsubstantiated accusations against you or specific members of 
your team; 

 The person making the request is targeting a particular member of your team against 
whom they have a personal grudge; or 

 The person making the request is systematically sending different requests to you on 
a regular basis with the intention of causing disruption. 

Refusing to comply with a request on the grounds that it is manifestly unfounded is not 
something to be taken lightly and it is certainly not a simple box-checking exercises 
(although it would seem that some cases will be more obvious than others). Each case 
should be assessed on its own and it is important to keep in mind that even an apparently 
aggressive request may still be a valid one. Similarly, even if the same person has 
previously made manifestly unfounded requests, this does not mean that any new ones can 
be automatically deemed manifestly unfounded. The key question is whether or not the data 
subject truly wants to exercise their rights. 

What is Excessive? 

A request is considered excessive if it repeats the substance of previous requests and it 
either overlaps with such requests or a reasonable time has not passed since receipt of the 
previous requests. 

As with manifestly unfounded requests, excessive requests must be considered on a case 
by case basis, taking into account all relevant circumstances. 

As the ICO explains, the following examples do not automatically constitute excessive 
requests: 

 The person making the request has previously made a request about the same 
issue; 

o There may be legitimate reasons for making such requests again. 

 The person making the request makes an overlapping request, but one that relates 
to a different set of personal data; 

 The person making the request has previously made manifestly or unfounded 
requests. 
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The Time Limit for Response 

The time limit for responding to a request is normally one month from the receipt of the 
request. Care must be taken when calculating this period as it is not quite as simple as it 
may first appear. 

First of all, there are limited extensions to the one-month period if you have requested 
information to confirm the identity of the individual making the request or if you have 
requested a fee. In these circumstances, the time limit begins when you receive the 
information and/or fee. 

Secondly, there is the matter of calculating “one month”. The time limit should be calculated 
from the day you receive the request (or information/fee) to the corresponding day in the 
following month. What if there is no corresponding day in the following month? In this case, 
the period ends on the last day of that month. 

For example, the normal time limit for a request received on 5 January would end on 5 
February. The time limit for a request received on 31 January, on the other hand, would end 
on 28 February (or 29 February in a leap year). 

What about weekends or public holidays? In this case, the time limit extends to the next 
working day if it would otherwise end on a weekend or public holiday. 

In light of such complications, therefore, the ICO recommends setting an internal time limit of 
28 days for response so as to ensure that you do not mistakenly exceed the legal time limit. 

In some limited circumstances, it is possible to extend the one-month time limit by up to two 
months. This only applies if a request is complex or if you have received a number of 
requests from the same person. If an extension is necessary, you must inform the individual 
within the first month, giving your reasons for the extension. 

Charging a Fee 

In most cases, you cannot charge a fee for responding to any request to exercise data 
subject rights. If, however, a request is “manifestly unfounded or excessive”, you can charge 
a fee sufficient to cover the administrative costs of complying with that request. 

You also have the option of refusing to comply with a manifestly unfounded or excessive 
request (see above). 

Note that if you charge a fee, you should explain why (and be in a position to explain to the 
ICO as well, if required). You should also explain to the data subject that they have the right 
to complain to the ICO and that they may be able to enforce their rights through a judicial 
remedy. 

Verifying Identity 

If you have “reasonable doubts” about the identity of the person making the request, you 
may request additional information in order to confirm the identity of the data subject. 

Note that if you ask for such information, you should explain why (and be in a position to 
explain to the ICO as well, if required). You should also explain to the data subject that they 
have the right to complain to the ICO and that they may be able to enforce their rights 
through a judicial remedy. 
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Part 8. Rights Related to Automated Decision-Making including Profiling 

Automated decision-making is as it sounds – decisions are made solely by automated 
means without any human involvement. Data protection law uses the phrase “automated 
decision-making including profiling”, so the two terms will often appear together, but not all 
automated decision-making will necessarily involve profiling. 

Profiling, as defined by the UK GDPR (Article 4(4)) is: 

Any form of automated processing of personal data consisting of the use of 
personal data to evaluate certain personal aspects relating to a natural 
person, in particular to analyse or predict aspects concerning that natural 
person‟s performance at work, economic situation, health, personal 
preferences, interests, reliability, behaviour, location or movements. 

As this definition suggests, while automated decision-making does not necessarily mean 
profiling, the two will often be linked. 

Profiling is often used to find out and understand people‟s preferences, to predict their 
behaviour, and to make decisions about them. 

The UK GDPR was designed, in part, to limit the misuse of automated decision-making and 
profiling. In particular, where solely automated decisions (including profiling) have a “legal or 
similarly significant effect” on people, data subjects have the right not to be subject to those 
decisions. Therefore, if a decision with such an impact is made without human involvement, 
it will be subject to restrictions and must satisfy certain criteria. 

Such decision-making can only be carried out when: 

 It is necessary for the entry into or the performance of a contract between an 
organisation and the data subject; 

 It is authorised by law; or 

 It is based on the data subject‟s explicit consent. 

Furthermore, if special category (sensitive) personal data is involved, the circumstances are 
limited further: 

 You have the data subject‟s explicit consent; or 

 The processing in question is necessary for substantial public interest reasons. 

Managing Risk 

Automated decision-making is considered to be “high risk”. Before undertaking any such 
processing, a Data Protection Impact Assessment must be carried out. A Data Protection 
Impact Assessment or “DPIA” involves the in-depth consideration of a new proposed use of 
personal data, identifying risks and evaluating the solutions that will solve or mitigate those 
risks. 

Informing and Protecting Data Subjects 

As explained above, transparency is an important aspect of modern data protection 
legislation such as the UK GDPR. When carrying out automated decision-making, therefore, 
it is important that you provide clear and meaningful information about that processing to the 
individuals whose personal data will be involved. Your information should explain the logic 
involved in the process and the significance and envisaged consequences of that process. 

It is also required that you use “appropriate mathematical or statistical procedures” in the 
process. 

Technical and organisational measures should be employed to correct inaccuracies and 
minimise the risks of errors arising, and personal data must be secured in a manner that is 
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proportionate to the risks posed to individual rights and interests, and that prevents 
discriminatory effects. 

Of particular importance in the context of individual data subject‟s rights, you must ensure 
that data subjects are able to obtain human intervention, express their point of view, and 
obtain and explanation of any decision made in this way and challenge that decision. 

It is important to keep in mind that even if your decision-making process does not qualify as 
“solely automated decision-making, including profiling, with legal or similarly significant 
effects”, your processes must still comply with data protection law, including the principles of 
the UK GDPR. You must have a lawful basis or bases for your use of personal data, which 
must be recorded; you must have procedures in place that enable data subjects to exercise 
their rights; and you must remember that individuals have the right to object to profiling in 
certain circumstances and that this must be brought to their attention. 

Automated decision-making and profiling, and the rules and rights surrounding it, is a 
complex area and must not be taken lightly. Specialist advice should always be sought in the 
event that there is any doubt surrounding your use of personal data in this manner. 
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