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Subject Access Request Guidance Notes

Introduction

The UK GDPR (the retained EU law version of the General Data Protection Regulation ((EU)
2016/679), as it forms part of the law of England and Wales, Scotland, and Northern Ireland
by virtue of section 3 of the European Union (Withdrawal) Act 2018) bestows a range of
rights upon individuals. Individuals, or “data subjects” have the following rights, as set out in
Chapter 3 (Articles 12-23) of the UK GDPR:









The right to be informed about your collection and use of their personal data;
The right of access to their personal data;
The right to rectification of their personal data where it is inaccurate or incomplete;
The right to have their personal data erased;
The right to restrict or suppress the processing of their personal data;
The right to data portability;
The right to object to the processing of their personal data (in certain circumstances);
and
Rights in relation to automated decision-making and profiling (where this is carried
out).

These Guidance Notes focus on the right of access. Individual data subjects have the right
to obtain a copy of their personal data from you along with certain other information such as
confirmation that you are processing their personal data and other information that
essentially matches that which you should provide in a privacy notice or policy.
Article 15 UK GDPR

1. The data subject shall have the right to obtain from the controller
confirmation as to whether or not personal data concerning him or her
are being processed, and, where that is the case, access to the
personal data and the following information:
a) the purposes of the processing;
b) the categories of personal data concerned;
c) the recipients or categories of recipient to whom the personal data
have been or will be disclosed, in particular recipients in third
countries or international organisations;
d) where possible, the envisaged period for which the personal data
will be stored, or, if not possible, the criteria used to determine that
period;
e) the existence of the right to request from the controller rectification
or erasure of personal data or restriction of processing of personal
data concerning the data subject or to object to such processing;
f) the right to lodge a complaint with the Commissioner;
g) where the personal data are not collected from the data subject,
any available information as to their source;
h) the existence of automated decision-making, including profiling,
referred to in Article 22(1) and (4) and, at least in those cases,
meaningful information about the logic involved, as well as the
significance and the envisaged consequences of such processing
for the data subject.
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2. Where personal data are transferred to a third country or to an
international organisation, the data subject shall have the right to be
informed of the appropriate safeguards pursuant to Article 46
regarding the transfer.
3. The controller shall provide a copy of the personal data undergoing
processing. For any further copies requested by the data subject, the
controller may charge a reasonable fee based on administrative
costs. Where the data subject makes the request by electronic
means, and unless otherwise requested by the data subject, the
information shall be provided in a commonly used electronic form.
4. The right to obtain a copy referred to in paragraph 3 shall not
adversely affect the rights and freedoms of others.
A request to exercise the right of access by a data subject is usually known as a
“data subject access request” or simply a “subject access request”. It will often
be abbreviated further to the acronym “SAR”, which is the term we will use
throughout these Guidance Notes.
The purpose of a SAR is to ensure that individuals can find out if you are using their
personal data, what you are using it for, why you are using it, and if you are doing so
lawfully.
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Part 1. What to Provide in Response to a Subject Access Request?
The information required in response to a SAR is set out in full in Article 15 of the UK GDPR
(see above).




Firstly, the data subject is entitled to confirmation that you are processing their
personal data. Not all SARs will be from individuals who already know whether or
not you have personal data about them.
Secondly, if you do have personal data about the data subject, they are entitled to a
copy of their personal data.
Thirdly, the following information (which, you may note, is essentially the same as the
information you should also be providing in your privacy notice, privacy policy, or
similar):
o The purpose(s) for which you are processing the personal data;
o The category or categories of personal data involved;
o Any recipients or categories of recipient to whom you disclose the personal
data;
o Your retention period(s) for the personal data or, if you do not have fixed
retention periods, the criteria that determine how long the personal data will
be kept;
o Details of the following rights:
 to request rectification of incorrect or incomplete personal data;
 to erasure;
 to the restriction of processing;
 to object to processing.
o Details of the individual‟s right to complain to the ICO;
o If the personal data was obtained from a third party rather than the individual
data subject themselves, information about that source;
o Details of any automated decision-making (including profiling) carried out
using the personal data; and
o Where personal data is transferred to a “third country” (one outside the UK) or
to an international organisation, details of the safeguards in place. (Note that,
as of 1 January 2021, the UK is no longer part of the EEA. Personal data
transfers from the UK to the EEA remain permitted and, under transitional
provisions in the EU-UK Trade and Cooperation Agreement, personal data
transfers from the EEA to the UK can also continue during the “specified
period” set out in the Agreement, pending an EU adequacy decision to cover
the UK.)

When providing personal data to a data subject in response to a SAR, it is important to
remember that they are only entitled to their own personal data. This means that, unless
the individual is acting on someone else’s behalf or the information is also about
them, information relating to other people should not be disclosed.
Identifying Personal Data

At this point, it may be useful to recap what personal data is. The UK GDPR‟s definition can
be found in Article 4(1):
„personal data‟ means any information relating to an identified or identifiable
natural person („data subject‟); an identifiable natural person is one who can
be identified, directly or indirectly, in particular by reference to an identifier
such as a name, an identification number, location data, an online identifier or
to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person…
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To break this down somewhat, a person is “identified or identifiable” if they can be
distinguished from other people. The “identifiers” to which the UK GDPR refers may stand
on their own or work in combination to identify a person and can include many things, some
more obvious than others. Names, for example, are personal data, as are things like contact
details, card and account numbers, ID numbers, and the like.
Less obvious, perhaps, are the so-called “online identifiers” such as IP addresses and
cookie identifiers. Particularly for small businesses, treating such data as personal data may
seem counterintuitive because in order to identify someone, for example, from an IP address
would be extremely difficult in practice without some form of official authority. Nevertheless,
because it is technically possible to combine information held by, for example, the owner of
a website and records held by an Internet Service Provider (“ISP”), an IP address meets the
UK GDPR‟s definition for personal data.
In some cases, particularly where the more obvious identifiers are concerned, you will be
able to identify an individual directly from the information you already have (either using an
individual piece of information on its own or by combining it with other information that you
have). This, then, is clearly personal data.
In other cases, the question is whether you can identify someone indirectly from the
information that you have by combining it with other information that is available to you,
perhaps from another source. Even then, however, the situation is not always clear. As the
ICO explains:
In some circumstances there may be a slight hypothetical possibility that
someone might be able to reconstruct the data in such a way that identifies
the individual. However, this is not necessarily sufficient to make the
individual identifiable in terms of [UK] GDPR. You must consider all the
factors at stake.
Returning to the UK GDPR‟s definition, we must also consider the meaning of “information
relating to an identified or identifiable natural person…”. It is important to note that data can
refer to an identifiable individual and not be personal data about them if it does not
relate to them. Again, the situation may not always be clear. The ICO‟s recommendation is
to err on the side of caution:
There will be circumstances where it may be difficult to determine whether
data is personal data. If this is the case, as a matter of good practice, you
should treat the information with care, ensure that you have a clear reason
for processing the data and, in particular, ensure you hold and dispose of it
securely.

Finding and Retrieving Personal Data

You are required to make “reasonable efforts” to find and retrieve personal data in
response to a SAR. The right of access does not apply only to that information which is
easy for you to find. In particular, if you handle large datasets, you must practice good data
management and have suitable methods and systems in place to ensure compliance. This
does not mean, however, that you need to conduct searches that would be unreasonable or
disproportionate to the importance of the request.
When deciding whether a search is unreasonable or disproportionate, the ICO explains that
you should consider the circumstances of the request; any difficulties in finding the
information; and the fundamental nature of the right of access.
It is important to note that even if you determine that finding certain information is
unreasonable or disproportionate, this does not excuse you from finding that which can be
found. Moreover, if you think that additional information from the data subject would help
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ease the difficulties in finding the data, you should ask for it. Further detail on clarifying
SARs is provided below in Part 6.
When might information be difficult to find? One example is data that has been archived
or stored in a backup. A potential problem with archived or backed-up data is that it might
not be as easy to search through. As a rule, however, there is no exemption that covers this
and you should make the same effort to find the required data when responding to a SAR as
you would when searching your live system. It is also important to remember that personal
data cannot be held indefinitely. Coupled with the potential for difficulties in locating data that
has been archived, this underlines the importance of having (and adhering to) proper data
retention limits and procedures.
Some might also ask whether data that has been deleted is covered by a SAR since, in
some cases, deleted electronic data can be recovered. The ICO‟s own guidance makes it
clear that data is properly deleted “when you try to permanently discard it and you have no
intention of ever trying to access it again”. The fact that it could possibly be recovered using
advanced data recovery methods does not mean you should do so when responding to a
SAR. That said, data is not “deleted” merely because it is in the recycle bin, trash, deleted
items folder, or similar.
A particular challenge, especially if you have a number of staff working from home or take a
BYOD (Bring Your Own Device) approach to IT equipment, is personal data stored on
personal computer equipment. This might arise, for example, if an employee uses their
home computer for work. SARs apply to personal data of which you are a controller. While
you would not normally need to provide personal data stored on someone else‟s computer
systems (unless they are a processor), this may not be the case where personal data
relating to your business is being stored on your employees‟ personal devices. This could,
therefore, make it difficult to find.
Good data management in all contexts makes it easier to comply with your
obligations and data subjects’ rights under the law. Employees‟ use of personal devices
is no exception. Your policies should ensure that personal data on employees‟ own devices
is handled properly. Your staff should be aware of your status as the data controller, and
what their personal obligations are with respect to personal data, including cooperating with
SARs. Policies such as Home Working and BYOD policies can assist in this regard.
What about non-electronic records? Personal data stored in a non-electronic form, such as
paper files will be covered by a SAR if it is held in a filing system. The UK GDPR does not
apply to personal data which is not. A filing system is defined in Article 4(6) as:
..any structured set of personal data that are accessible according to specific
criteria whether centralised, decentralised, or dispersed on a functional or
geographical basis.
Having reviewed what exactly it is you are looking for in order to respond to a SAR and
having given some consideration to locating it, we will now turn to how to recognise the SAR
itself.
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Part 2. How to Recognise a Subject Access Request
There is no prescribed form for a SAR, nor does it have to be made in writing. Moreover, it
can be sent to anyone within your organisation, by any means. You may, therefore,
receive a formal letter, addressed to your Data Protection Officer, that clearly identifies itself
as a data subject access request. On the other hand, you might receive a short, informal
message on social media from a person asking for (or about) their personal data.
The words “subject access request” may not be used at all and terminology may not be
consistent. For example, more general words such as “information” rather than “personal
data” may be used. While there is certain information that you, as the data controller, need in
order to respond to a SAR, this information may not always be provided in the first instance.
You might be mentioned in a tweet, for example, along the lines of “Please tell me what
information your company has about me.”
Anybody within your organisation, therefore, may receive a SAR by any means. It is
important to ensure that all staff are aware of SARs, particularly those who have regular
contact with individuals outside the organisation (e.g. customers or prospective employees)
in the course of their work.
Training and Policies

Training is important, not only when it comes to recognising SARs but also when it comes to
handling them. Anyone within your organisation that is likely to receive a SAR should receive
at least some basic training, but for those who will be responsible for handling SARs and
responding to them, such as Data Protection Officers, HR managers and the like could
benefit from more comprehensive training. For those with CPD requirements, many SAR
training courses contribute to CPD hours.
A Subject Access Request Policy can be a particularly useful document. Key ingredients
of such a policy might include:






Details of who is responsible within your organisation for data protection compliance
(e.g. your Data Protection Officer);
How to recognise a SAR;
What to do when a SAR is received;
How to respond to a SAR (including clarifying requests, identifying individuals, time
limits, locating information, and the content of your response); and
When and how to refuse to respond.

Providing a Subject Access Request Form

While you may not force data subjects to make SARs using a specific method or form, you
can invite them to do so. One way to make recognising and handling SARs easier is to
provide a standard form. Not only does this make it easier for you to spot an incoming SAR,
but it also makes it easier for data subjects to make them by providing prompts for the
required information.
Particularly if you are processing personal data electronically, enabling individual data
subjects to make SARs electronically is recommended. Indeed, Recital 59 of the EU GDPR
states that “The controller should also provide means for requests to be made electronically,
especially where personal data are processed by electronic means.”
Always remember, however, that data subjects remain free to use any method they wish to
make a SAR and it remains important to know how to spot any that don‟t use a standard
form if you provide one.
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Part 3. Providing Personal Data to Data Subjects
As stated in the UK GDPR (see above), “Where the data subject makes the request by
electronic means, and unless otherwise requested by the data subject, the information shall
be provided in a commonly used electronic form.” The recitals also recommend that you
provide a self-service system, if possible:
Recital 63

…Where possible, the controller should be able to provide remote access to
a secure system which would provide the data subject with direct access to
his or her personal data. That right should not adversely affect the rights or
freedoms of others, including trade secrets or intellectual property.
Particularly in a small business context, it may not be practical to provide a
self-service system like this, but if the nature of your business and the kinds
of personal information used are conducive to it, it is worthy of consideration.
If the SAR has been made by non-electronic means, for example by letter or verbally, you
may respond in any commonly-used format (whether electronic or otherwise), unless
otherwise requested. If the data subject asks for a verbal response to their SAR, it is
acceptable to do so, particularly if the SAR relates to a small amount of personal data. In
such cases, the ICO recommends that you should keep written records of such responses.
Information should be provided to data subjects in a concise, intelligible, and easily
accessible form, using clear and plain language. Great care should be taken to make
your SAR response understandable, particularly if you process personal data relating to
children and the SAR in question relates to such data.
It may be the case that the personal data covered by the SAR is mixed with other
information including non-personal data and personal data relating to other individuals. Each
piece of information must be considered carefully, therefore, to ensure that no third-party
personal data is disclosed. It is likely to be unnecessary, however, to separate non-personal
data from your response unless that data is particularly sensitive or contentious.
Providing Data in a Commonly Used Electronic Form

There is surprisingly little guidance as to what constitutes a “commonly used electronic form”
in this context. When dealing with the right to data portability, the ICO‟s guidance suggests
formats such as CSV, XML, and JSON. This is intended to ensure that it is easy for personal
data to be moved from one service to another.
These file formats are likely to be good options when responding to SARs too, as they can
be easily opened without specific software. HTML, XML, and JSON can all be opened on
almost any computer or device using an internet browser or simple stock text editor app. The
CSV format is also widely compatible and can be viewed in text editors or spreadsheet apps.
It is best to avoid assumptions about the software or devices that a particular data subject
may have access to. Proprietary file formats or anything that requires specific software
should therefore be avoided.
When Data Changes Between SAR Receipt and Response

Particularly where personal data is being used and amended (or even deleted) regularly, it
may be the case that it will change during the interval between your receipt of a SAR and
your response. The ICO takes a pragmatic view:
It is our view that a subject access request relates to the data held at the time
the request was received…[however] it would be reasonable for you to
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supply information you hold when you send out a response, even if this is
different to that held when you received the request.
Provided, therefore, that you don‟t abuse this view and amend or delete personal data in a
way that you would not have otherwise done but for the SAR (indeed, it is an offence to
amend data to prevent its disclosure under the Data Protection Act 2018), you should not
need to worry about backtracking and responding with personal data as it was when the
SAR was received.
Explaining the Data

You should not simply dump a load of personal data in an individual‟s lap in response to a
SAR. In some cases, the data included in your response will be simple and self-explanatory.
In other cases, where the data is in a form that the individual may not be able to understand,
you may need to explain it as part of your response in clear, accessible, open, and honest
terms. The ICO, however, explains that this is not intended to be an onerous obligation. For
example, “…you are not expected to translate information or decipher unintelligible written
notes.”
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You must normally respond to a SAR “without undue delay” and, at the latest, within one
month of receipt. If you have requested information to confirm the individual‟s identity (see
below in Part 6) or a fee (see below in Part 5), the time limit will be within one month of
receipt of those.
Calculating the One Month Period

How long is one month? The one-month period begins on the calendar day that you receive
the SAR, fee, or other requested information and normally ends on the corresponding
calendar day in the following month. If, then, you receive a SAR on 10 January, the onemonth period would end on 10 February, subject to any permitted extensions. What happens
if the following month is shorter and does not have a corresponding day? In this case, the
one-month period ends on the last day of the next month. For example, if you receive a SAR
on 31 January, the one-month period ends on 28 February.
This method of calculating your response time limit can result in lost time or a late response.
It is, therefore, good practice to set your response time limit internally to 28 days.
There is one small exception to the one-month time period. While calendar days, not
business days, are what counts when calculating the time limit, if the end date falls on a
weekend or public holiday, the limit extends to the next working day.
Extending the Time Limit

If a SAR is complex, or if the same individual has made multiple requests (including requests
to exercise other rights made at the same time), it may be possible to extend the time limit
by a further two months. If you wish to extend the time limit, you must nevertheless respond
to the data subject within the first month (as calculated above) to explain why you need more
time.
Complex Requests

Given that the time limits for responding to SARs are quite strict, it is important to consider
whether a request truly is complex if you wish to justify extending your response time. What
amounts to “complex” will be a subjective judgement. Something that would be simple for
one data controller might be complex for another, turning on matters such as the availability
of resources – both human and technical.
Factors that may be considered when determining whether or not a SAR is complex include
technical difficulties, specialist work that may be required, resolving confidentiality issues,
and the need to obtain specialist legal advice. It is important to note that the mere fact that a
SAR relates to a large amount of information does not automatically render it “complex”
(although you may be able to pause the time limit while seeking clarification – see below);
nor does the involvement of data processors.
Clarifying Requests – Stopping the Clock

In October 2020, the ICO made a significant change to its guidance on responding to SARs.
Previously, if additional information was required from a data subject to clarify a SAR, the
one-month time limit did not pause while seeking that information. This has now changed.
The time limit for responding to a SAR is paused until you receive clarification from
the data subject. Unless and until the data subject provides the necessary clarification, you
do not need to provide them with a copy of their data or any supplementary information that
you cannot reasonably provide.
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It is important to note that you should only seek clarification if it is genuinely necessary in
order to respond to the SAR and you are processing a large amount of information about the
data subject. For more information on clarifying requests, please refer to Part 6, below.

Responding to Subject Access Requests During the COVID-19 Pandemic
The global novel coronavirus or COVID-19 pandemic of 2020 has resulted in a significant
increase in home working. Moreover, many home working arrangements will have been
made hastily, meaning that access to proper equipment and large-scale IT infrastructure
may be difficult for some. In some organisations, this will make responding to SARs
harder as it may take more time and effort to locate the required information.
The time limits and other requirements set by law have not been changed (nor is
there, at the time of writing, any indication that they will be). It is, however, important to
note that the ICO is taking a more pragmatic approach to enforcement during the
pandemic.
We will recognise that the reduction in organisations‟ resources could
impact their ability to respond to Subject Access Requests, where they
need to prioritise other work due to the current crisis. We can take this into
account when considering whether to impose any formal enforcement
action.
-

Information Commissioner‟s Office “The ICO‟s regulatory approach
during the coronavirus public health emergency” (April 2020)

To use a particularly apt expression, however, one hand washes the other. It may
also be more difficult for individual data subjects to make SARs and that you
should ensure that the information you provide to people (e.g. your customers)
about making SARs emphasises the flexible ways in which SARs can be made
and encourages them to use whichever means are easier for them.
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Under the old Data Protection Act 1998 regime, it was permissible to charge a fee for the
handling of a SAR. Since the Data Protection Act 2018 and EU GDPR (and now UK GDPR)
came into effect, however, this is no longer the case, subject to some limited exceptions.
Fees cannot be charged for normal SARs; however, if a request is “manifestly unfounded
or excessive” (for details, please refer to Part 10. You can also refuse to comply in such
cases) or if a data subject requests additional copies of their personal data following your
response to a SAR, you can charge a “reasonable fee” that covers your administrative costs.
If you are charging a fee, you must contact the data subject as soon as possible to inform
them. You do not need to continue working on your response to the SAR until you receive
the fee. Data subjects should be given a reasonable time to respond. As with requests for
clarification, a month might generally be considered “reasonable”, but it will turn on the
specific circumstances of the SAR. According to the ICO, it may also be “generally
reasonable to close the request if you do not receive a response within one month…”, but
note the qualifier: “…although what is reasonable also depends on the circumstances”.
Always remember, however, that if you do charge a fee, it can only be enough to cover
your true administrative costs, nothing more. The ICO provides some key points to take
into consideration when calculating these costs:




The administrative costs of:
o assessing whether or not you are processing the information;
o locating, retrieving and extracting the information;
o providing a copy of the information; and
o communicating the response to the individual, including contacting the
individual to inform them that you hold the requested information
(even if you are not providing the information).
A reasonable fee may include the costs of:
o photocopying, printing, postage and any other costs involved in
transferring the information to the individual (e.g. the costs of making
the information available remotely on an online platform);
o equipment and supplies (e.g. discs, envelopes or USB devices); and
o staff time.

When requesting a fee, you should also explain the costs to the data subject and include a
copy of your criteria for charging fees if you have one.
You should also inform the individual of their right to complain to the ICO and their right to
seek to enforce their right of access through a judicial remedy.
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Part 6. Requesting More Information

After receiving a SAR, you may find that you need additional information before you can
respond to it. This may also extend the one-month time limit, but not always. If you need to
request proof of identity or if you need to clarify the request, it important to do so as quickly
as possible. The ability to do so should not be used as a stalling tactic to buy you more time
to comply.
It is also important to note that, when requesting further information, you should inform the
individual of their right to complain to the ICO and their right to seek to enforce their right of
access through a judicial remedy.
Requesting Proof of Identity

If you need to confirm the identity of the individual making the SAR, you can request
additional information from them. This must be proportionate, however, and care must be
taken to avoid asking for more information than you actually need for confirmation. In
particular, the ICO warns that you “should not request formal identification documents unless
necessary”.
If additional information is required for this purpose, you must inform the individual as soon
as possible. As noted above in Part 4, the time limit for responding to the SAR does not
begin until the date on which you receive the requested information. From there, it runs from
date to corresponding date, as above. In the rare situation in which the information you
receive from the data subject is insufficient and you need to ask for more, the time limit does
not begin until you have received sufficient information.
Clarifying a Subject Access Request

Particularly if you collect, hold, and process a large amount of information about the data
subject (or if it is not clear that they are, in fact, making a SAR), it may be necessary to ask
them to clarify their request before you respond to it. This does not mean you can ask
them to narrow the scope of their request, but instead to provide additional particulars
that may help to clarify it and assist you in finding the information they require. If the SAR
relates to all of the personal data you hold about the data subject, then that is what you must
provide. Furthermore, as noted above, you should only request clarification if it is actually
needed and you are processing a large amount of information about the data subject in
question.
Even if you are processing a large amount of information, this does not automatically give
you grounds for requesting clarification. If you can locate and provide the information
requested in response to the SAR quickly and easily, it is unlikely to be reasonable (or
necessary) to seek clarification. Again, it is not designed to be used as a stalling
mechanism.
What if the data subject responds to your request for clarification by simply repeating
their original request or by refusing to provide anything further? In this case, you must
still comply as best you can and make reasonable searches for the information requested in
the SAR. There will likely be certain information that you can still provide even without
clarification, such as confirmation a general overview of the personal data that you hold
about the data subject. It will also generally be possible to provide the supplementary
information required by Article 15(1) of the UK GDPR (see the list in Part 1, above),
especially the details of the data subject‟s right to request rectification, erasure, or restriction
or to object to the processing of their personal data and their right to lodge a complaint with
the ICO. In such cases, the ICO says:
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If you can reasonably provide any of the supplementary information without
clarification, you should provide it within one month. If your privacy notice
already contains this…it is sufficient to provide the individual with a link to it.
As with all data subject rights, you should try to make it easy for individuals to exercise the
right of access. This also applies if you request clarification of a SAR. Explain why you are
asking for clarification. Help the individual, if required, and ensure that they are aware that
the time limit for your response is paused until they provide clarification. If you need a
response within a certain timeframe, ensure that you tell the data subject this when
requesting clarification.
What if the data subject doesn’t respond at all? The ICO says that you must give data
subjects a reasonable period of time to respond, after which you can consider the request
“closed”. What, then, is reasonable? Generally, the ICO tells us, one month is reasonable,
but you should be reasonable when determining this. Some individuals may have difficulty in
responding quickly and you should be as accommodating as is reasonably possible,
particularly where the request or required clarification are complex or where there are
accessibility concerns. In such cases, the ICO‟s guidance does not make it entirely clear
whether or not any response is expected from you. While their guidance states that “you
should wait for a reasonable period of time before considering the request „closed‟”, this
appears to be contrary to the guidance applicable to cases where the data subject responds
by refusing to clarify their SAR or by repeating it. If you don‟t get a response to your request
for clarification, therefore, you may wish to provide what information you can, as set out
above, as opposed to closing the request entirely. Nevertheless, in the event of any doubt
in such a case, specialist advice should be sought.
The time limit for responding to a SAR is paused by your request for clarifying information.
The ICO refers to this as “stopping the clock”. In situations where you receive a request and
cannot tell whether or not it is a SAR, the time limit does not begin until you have clarified
the nature of the request. Time is nevertheless of the essence in such cases and you should
contact the individual to request clarification as soon as possible.
Given the rapid nature of electronic communications, it may be the case that you receive
clarification on the same day that you ask for it. If this happens, the time limit is not paused
as it runs in whole days, not hours.
If, therefore, you receive a SAR on 10 October, your response is normally due by (or on) 10
November. If you request clarification on 11 October and the individual provides it on 14
October, the time limit is paused from the 11th to the 14th, thereby extending the time limit for
your response by three days. Your response will now be due on 13 November. If, on the
other hand, you receive clarification on 11 October, the deadline for your response to the
SAR will be unchanged and will be due by (or on) 10 November.
It is also important to note that the time limit is only paused if you are clarifying the
information covered by the SAR, not another aspect such as the requested format of your
response.
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Part 7. Subject Access Requests Made on Another Person‟s Behalf
Third parties can make SARs on behalf of other people. This might be a solicitor acting
on behalf of a client, but it can be anyone. What is important is ensuring that the individual
making the SAR is authorised to do so. Evidence of such authorisation may, for example, be
a written authority or a power of attorney.
In the absence of evidence, you do not have to respond to the SAR; however, if you are able
to contact the individual on whose behalf the SAR has been ostensibly made, you should do
so and ask if they wish to make a SAR.
Responding to a SAR Made on Another Person‟s Behalf

In most cases, your response to the SAR should be given to the party that made the SAR,
rather than the party that it relates to. If have concerns, however, you should contact the
data subject that the SAR relates to about those concerns first. You may, for example, be
concerned that the data subject will not understand the information provided, or that
excessive information will be disclosed. In such circumstances, if the individual agrees, it
may be preferable to send your response to them first rather than to the party making the
SAR on their behalf. It is then up to the individual data subject to share the SAR response
with the third party should they choose to. If it is not possible to contact the data subject
directly in such a situation, provided you are satisfied that the third party making the SAR is
authorised to do so, the response should go to that third party.
Individuals Without the Mental Capacity to Manage Their Own Affairs

The UK GDPR does not deal with mental capacity. It is, however, reasonable to assume
that an attorney with the authority to manage the affairs and property of an individual will
also have the authority to make a SAR on their behalf. This is a potentially complex area
touching on other legislation and appointments made by certain courts. In the event of any
doubt over the authority of a party making a SAR on behalf of an individual in such a case,
specialist advice should be sought.
SARs Relating to Children

Children have rights under data protection law, just the same as everyone else. Many will
clearly be too young to understand those rights or even to be aware of them, much less the
particulars of a SAR. The right of access in these cases is the child‟s right, but in practice it
will often be exercised on their behalf by someone such as a parent or guardian.
If you receive a SAR relating to information about a child, it is important to consider if that
child is likely to be mature enough to understand their rights. If so, respond directly to
the child if you can. If, however, the child has authorised the other party (e.g. parent or
guardian) to make the SAR on their behalf, or it is evident that it would be in the child‟s best
interest, you can respond to that party rather than to the child.
The ICO provides the following list of things to consider when deciding whether or not a child
is able to understand subject access requests:






The child‟s level of maturity and their ability to make such decisions;
The nature of the personal data;
Any court orders relating to parental access or responsibility that may
apply;
Any duty of confidence owed to the child or young person;
Any consequences of allowing those with parental responsibility access
to the child‟s or young person‟s information. This is particularly important
if there have been allegations of abuse or ill treatment;
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Any detriment to the child or young person if individuals with parental
responsibility cannot access this information; and
Any views the child or young person has on whether their parents should
have access to information about them.

It is also important to keep in mind that special consideration is given to children and their
personal data under data protection law, not least due to the fact that they will be less aware
of the risks involved in handing their personal data over to organisations. When collecting,
holding, and processing personal data about children, it is important to be aware of the
additional protections and considerations that apply to them.

© Simply-Docs - BS.DAT.SAR.GN.01 Subject Access Request Guidance Notes

15

S
A
M
P
L
E

Part 8. When Data Includes Information About Others
Information to be provided in response to a SAR may include personal data about other
people. For example, a complaint made in the workplace regarding two employees acting
together, or a report written by one individual about another. In some cases, it may simply be
possible to redact or otherwise separate such information, leaving only that which relates
to the data subject making the SAR (or to whom the SAR relates, if made on their behalf). In
other cases, it may be not be possible to separate the information.
If the latter applies, the Data Protection Act 2018 comes into play (Schedule 2, Part 3,
Paragraph 16). You do not have to comply with the SAR if doing so would mean
disclosing information about another unless:



The other individual has given their consent to the disclosure; or
It is reasonable to comply with the request without that individual‟s consent.

What, then, makes it “reasonable” to comply without consent? You must consider all
relevant circumstances including:






The type of information that would be disclosed;
Any duty of confidentiality owed to the other individual;
Any steps that you have taken to seek consent from the other individual;
Whether the other individual is capable of giving consent; and
Any express refusal of consent by the other individual.

This decision is a careful balancing act between the rights of the individual making the SAR
and the individual whose personal data would be disclosed as part of your response to it.
Given the risks which may be involved, seeking professional advice in the event of such a
situation would be advisable.
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When you appoint another party to handle personal data on your behalf, that party is known
as a data processor. Data protection law imposes a number of obligations upon data
processors and upon data controllers that appoint them.
If you, as the data controller, receive a SAR which relates to personal data being handled by
a processor, it remains your responsibility to comply with that SAR, whether it is sent to
you or to the processor. It is important, therefore, to have suitable contractual arrangements
in place (whether as clauses within another contract or in the form of a dedicated data
processing agreement) to ensure that SARs are handled correctly.
While it may be more difficult to locate and gather up the personal data required in order to
respond to a SAR when some or all of it is in the hands of a processor, it is important to note
that the time limit for responding to the SAR does not change, and the limits (and
extensions) set out previously in these Guidance Notes still apply.
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Part 10. Refusing to Comply with Subject Access Requests
Generally speaking, you must comply with SARs, but there are exemptions and certain
limited circumstances under which it may be possible to refuse.
Exemptions

The Data Protection Act 2018 sets out certain exemptions from particular parts of the UK
GDPR. These typically fall within specialist areas and are thus outside the scope of these
Guidance Notes. If you think that one (or more) of these exemptions may apply to your
organisation, specialist advice is recommended. In very broad terms, exemptions are to be
found in the following areas:









Crime, taxation, law, and public protection;
Regulation, parliament, and the judiciary;
Journalism, academia, research, and archiving in the public interest;
Health, social work, education, and child abuse data;
Corporate finance, management forecasts, and negotiations;
Negotiations with the individual making the SAR;
Confidential references;
References and exams.

Other Grounds for Refusal

Few of the exemptions set out in the Data Protection Act 2018 are likely to be relevant to the
typical SME. The grounds provided in the UK GDPR for refusing to comply with a SAR may,
however, be more relevant. You may be able to refuse to comply with a SAR if it is:



Manifestly unfounded; or
Manifestly Excessive.

According to the ICO, a SAR may be “manifestly unfounded” if:



the individual clearly has no intention to exercise their right of access. For
example, an individual makes a request, but then offers to withdraw it in
return for some form of benefit from [your] organisation; or
the request is malicious in intent and is being used to harass [your]
organisation with no real purposes other than to cause disruption. For
example:
 the individual has explicitly stated, in the request itself or in
other communications, that they intend to cause disruption;
 the request makes unsubstantiated accusations against you or
specific employees;
 the individual is targeting a particular employee against whom
they have some personal grudge; or
 the individual systematically sends different requests to you as
part of a campaign, e.g. once a week, with the intention of
causing disruption.

This is not, however, a black and white box checking exercise. Each SAR must be
considered on its own merits and in its own context, even if it is from someone who has
previously sent malicious or otherwise “manifestly unfounded” SARs, or if the SAR in
question is aggressive in tone.
Referring again to the ICO, when determining whether or not a SAR is “manifestly
excessive”, it comes down to deciding whether the request is “clearly or obviously
unreasonable”. Consider whether the SAR is proportionate when weighed against the costs
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and burdens of responding to it. The ICO suggests the following issues be taken into
consideration:







the nature of the requested information;
the context of the request, and the relationship between you and the
individual;
whether a refusal to provide the information or even acknowledge if you hold
it may cause substantive damage to the individual;
your available resources;
whether the request largely repeats previous requests and a reasonable
interval hasn‟t elapsed; or
whether it overlaps with other requests (although if it relates to a completely
separate set of information it is unlikely to be excessive).

A large amount of information does not, of itself, render the SAR excessive. The SAR and
the circumstances surrounding it should be considered as a whole. It may also be
appropriate to seek clarification of the SAR (see Part 6, above), and to consider what
“reasonable searches” you can still make.
As to what a “reasonable interval” is (when considering previous requests from the list
above), the ICO suggests considering the following:



the nature of the data – this could include whether it is particularly sensitive;
and
how often you alter the data – if it‟s unlikely that the information has changed
between requests, you may decide you do not need to respond to the same
request twice. However, if you have deleted information since the last
request, you should inform the individual of this.

Again, therefore, each SAR must be assessed on its own merits, and not automatically
condemned to refusal merely because of previous SARs from or about the same individual
data subject. You must have a solid justification for deciding that a SAR is manifestly
unfounded or manifestly excessive and, if required, must be able to demonstrate this.
How to Refuse to Comply with a Subject Access Request

The time limit for responding to the SAR still applies, i.e. within one calendar month of
receipt of the SAR. Even if you are refusing to comply with the SAR, you must still respond
to it, explaining why you are refusing.
As when you request a fee or additional information, you should also inform the individual of
their right to complain to the ICO and their right to seek to enforce their right of access
through a judicial remedy.
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One of the central tenets of modern data protection legislation is transparency. The subject
access request is an essential tool which enables individuals to find out about your collection
and use of their personal data.
When you receive a SAR, it should be handled promptly, efficiently, and carefully. If any
additional information is required from the data subject, it should be requested as early in the
process as possible and should never be used as a means of buying yourself more time.
These guidance notes are designed to provide a general overview of the key aspects of
SARs and responding to them. There are a number of “special cases” which are not
covered. If any of these apply, or if any detailed guidance is required on any other aspect of
SARs, specialist advice (including that available from the ICO themselves) should be sought.
The ICO lists the following special cases, noting that special rules and provisions apply:


Unstructured manual records;



Credit files;



Health data;



Educational data; and



Social work data.

As with all aspects of data protection compliance, it is important that you document the
process before, during and after receipt of a SAR. Ensure that you have suitable policies
and procedures in place to handle them effectively and document your decision-making and
outcomes along the way. This is particularly important when reaching more contentious
decisions such as charging fees or, in extreme cases, refusing to comply. You must always
be prepared to justify such decisions both to the individual making the SAR and to the ICO.
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