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Introduction

This Policy sets out the
registered in <<insert co
registration number>>,
Company”) regarding rete
Company in accordance
Legislation” means all legig
the use of personal data a
not limited to, the retained
((EU) 2016/679) (the “UK (
Scotland, and Northern
(Withdrawal) Act 2018, t
Communications Regulatio

Company name>>, a company
nder number <<insert company
is at <<insert address>> (“the
ected, held, and processed by the
on Legislation. “Data Protection
force from time to time regulating
nic communications including, but
eneral Data Protection Regulation
of the law of England and Wales,
tion 3 of the European Union
P018, the Privacy and Electronic
d any successor legislation.

The Data Protection Legisl
an identified or identifiabld
person is one who can be
an identifier such as a
identifier, or to one or ma
mental, economic, cultural,

ata” as any information relating to
b subject”). An identifiable natural
ectly, in particular by reference to
umber, location data, an online
b physical, physiological, genetic,
atural person.

The Data Protection Legisl
known as “sensitive” perso
to, data concerning the d
membership, genetics, bio
orientation.

bcial category” personal data (also
des, but is not necessarily limited
ity, politics, religion, trade union
rposes), health, sex life, or sexual

Under the Data Protectio
permits the identification {
purposes for which the pe
may be stored for longer
purposes that are in the
statistical purposes (subje
organisational measures r
data).

In addition, the Data Prote(
be forgotten”. Data subjec
prevent the processing of t

hta shall be kept in a form which
longer than is necessary for the
. In certain cases, personal data
is to be processed for archiving
tific or historical research, or for
of the appropriate technical and
tection Legislation to protect that

the right to erasure or “the right to
heir personal data erased (and to
ollowing circumstances:

a) Where the persona
originally collected ¢

b) When the data subj Nt;

c) When the data subj
Company has ho o

bd for the purpose for which it was

Sing of their personal data and the
St;

d) When the persona
Protection Legislatig

wfully (i.e. in breach of the Data

e) When the personal comply with a legal obligation; or



2. Aims and Objectives

3. Scope

4. Data Subject Rights and Dat
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f) Where the persona
services to a child.

e provision of information society

This Policy sets out the t
specific purpose(s)>> p
period(s) for which that pd
and reviewing such perio(
disposed of.

eld by the Company [for <<insert
<<insert department(s)>>], the
pined, the criteria for establishing
it is to be deleted or otherwise

For further information on
Data Protection Legislatio

otection and compliance with the
pany’s Data Protection Policy.

2.1 The primary aim of
data and to ensure
erasure, are compl
Company complies
under the Data Prot

limits for the retention of personal
Il as further data subject rights to
is Policy aims to ensure that the
5 and the rights of data subjects

2.2 In addition to saf
Protection Legislati
retained by the Cg
efficiency of manag

data subjects under the Data
essive amounts of data are not
aims to improve the speed and

3.1  This Policy applies
<<insert departme
[and by third-part
Company’s behalf].

Id [by the Company] OR [by the
D/OR [for <<insert purpose(s)>>]
pcessing personal data on the

3.2 Personal data, as
following ways and

OR [the above] is stored in the

a) [The Company’s se location(s)>>;]

b) [Third-party servers
<<insert location(s)

brvice provider(s)>> and located in

c) [Computers perma
location(s)>>;]

ompany’s premises at <<insert

d) [Laptop computers
employees;]

s] provided by the Company to its

e) [Computers and
contractors [used i
(“BYOD”) Policy];]

f) [Physical records st

)y employees, agents, and sub-
pbmpany’s Bring Your Own Device

9) [<<add further stora

All personal data held by t
the Data Protection Legisld
Company’s Data Protectio

cordance with the requirements of
ights thereunder, as set out in the



4.1 Data subjects are K
Company holds ab
Parts 12 and 13 of
Company will hold
determined, the crit

4.2 Data subjects are g
including the right t¢
personal data be
retention periods @
restrict the Compa
and further rights re

out in Parts 14 to 2( Protection Policy].

5. Technical and Organisationd s

5.1 The following tech
the security of pers
Data Protection Pol

a) All emails containin encrypted,;

b) All emails containin

c) Personal data may secure networks;

d) Personal data ma
reasonable wired al

e) Personal data cont
should be copied f

itself and associate be deleted:;

f) Where personal d4
should be informed

0) Where personal dj
passed directly to t
of delivery service>

h) All personal data t
container marked “d

i) No personal data
personal data, sud
position>>.

)] All hardcopies of p
physical media sho

k) No personal data
or other parties, w
or not, without auth

) Personal data mus
unattended or on vi

m) Computers used ta
left unattended;

n) No personal data s
belongs to the Co
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r rights, of what personal data the
bonal data is used [as set out in
ptection Policy], and how long the
no fixed retention period can be
n of the data will be determined).

brsonal data held by the Company
ified, the right to request that their
isposed of (notwithstanding the
ta Retention Policy), the right to
data, [the right to data portability,]
ion-making and profiling [, as set

ce within the Company to protect
b Parts 22 to 26 of the Company’s

arked “confidential”;

a wireless network if there is a

email, whether sent or received,
hil and stored securely. The email

simile transmission the recipient
e waiting to receive it;

in hardcopy form, it should be
g <<insert hame(s) and/or type(s)

ould be transferred in a suitable

and if access is required to any
prmally requested from <<insert

any electronic copies stored on

y employees, agents, contractors,
orking on behalf of the Company

it all times and should not be left
St always be locked before being

obile device, whether such device
out the formal written approval of



p)

aq)

B

52

b)

f)
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ordance with all instructions and
| is given, and for no longer than

<<insert position>>
limitations describe
is absolutely necess

[No personal data 9
an employee and p
to agents, contract
where the party in
Data Protection Pol

Ny device personally belonging to
b transferred to devices belonging
irking on behalf of the Company
comply fully with the Company’s
pn Legislation;]

All personal data st
with backups stor|
encrypted,;

i be backed up <<insert interval>>
offsite]. All backups should be

All electronic copi
passwords and enc

ould be stored securely using

All passwords used
should must be sec

should be changed regularly and

rds be written down or shared. If a
the applicable method. IT staff do

Under no circumsta
password is forgotté
not have access to

All software should
installed [not more
possible after] beca

bcurity-related updates should be
>] OR [as soon as reasonably

No software may |
without approval; a

pany-owned computer or device

Where personal da
shall be the respon
consent is obtained
or via a third-party 4

is used for marketing purposes, it
>> to ensure that the appropriate
s have opted out, whether directly

The following orga
protect the security
Data Protection Pol

in place within the Company to
refer to Part 27 of the Company’s

All employees and
made fully aware g
responsibilities un
Company’s Data P

behalf of the Company shall be
sponsibilities and the Company’s
on Legislation and under the

Only employees a
need access to, an
have access to pers

on behalf of the Company that
order to perform their work shall
mpany;

All employees and
personal data will b

behalf of the Company handling
do so;

All employees and

behalf of the Company handling
personal data will b :

d1

behalf of the Company handling
hution when discussing any work

All employees and
personal data sho
relating to personal

Methods of collecti
evaluated and revi

g personal data shall be regularly



g) The performance o

reviewed;

h) All employees and
personal data will

Legislation and the on Policy;

i) All agents, contrac
handling personal
held to the same ¢
arising out of the
Protection Policy;

i) Where any agent, d
handling personal
Legislation and/or
indemnify and ho
damages, loss, clai

6. Data Disposal

Upon the expiry of the dati
when a data subject exerci

data shall be deleted, dest sed of as follows:

6.1 Personal data stor
shall be deleted [se

6.2 [Special category
backups thereof)
deletion>> method]

6.3 Personal data storg
level or standard>
method>>];

6.4 [Special category p
at least <<insert le
of final disposal me

7. Data Retention

7.1  As stated above, a
personal data for g

which that data is ¢ 5sed.

7.2 Different types of g
be retained for diffe
out below.

7.3  When establishing

taken into account:
a) The objectives and pany;
b) The type of persond

c) The purpose(s) fa
processed;
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bther parties working on behalf of
all be regularly evaluated and

behalf of the Company handling
comply with the Data Protection

brking on behalf of the Company
y and all relevant employees are
ant employees of the Company
ation and the Company’s Data

orking on behalf of the Company
htions under the Data Protection
rotection Policy, that party shall
ANy against any costs,
may arise out of that failure.

t below in Part 7 of this Policy, or
bir personal data erased, personal

ng any and all backups thereof)
method of deletion>> method];
ctronically (including any and all

ly using the <<insert method of

be shredded [to at least <<insert
insert description of final disposal

rdcopy form shall be shredded [to
ecycled] OR [<<insert description

he Company shall not retain any
ary in light of the purpose(s) for

ifferent purposes, will necessarily
tion periodically reviewed), as set

bn periods, the following shall be

luestion is collected, held, and



d)

f)

7.4

7.5

7.6
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The Company’s leg ding, and processing that data;

The category or cat ) whom the data relates;

<<Insert additional a>>,

If a precise retenti
criteria shall be e
determined, thereb
that data, can be re

ed for a particular type of data,
e retention of the data will be
in question, and the retention of
hose criteria.

Notwithstanding the
may be deleted o
retention period w
(whether in respons

ion periods, certain personal data
prior to the expiry of its defined
e within the Company to do so
Subject or otherwise).

[In limited circumstz
longer periods whe
public interest, for
purposes. All suc
appropriate technic
freedoms of data s

essary to retain personal data for
brchiving purposes that are in the
search purposes, or for statistical
bject to the implementation of
pasures to protect the rights and
b Data Protection Legislation.]



Data Ref.

Type of Data

Review Period

Retention Period
or Criteria

Comments

<<insert review
date or period>>

<<insert retention
period>>

<<add additional information as
required>>

<<insert review
date or period>>

<<insert retention
period>>

<<add additional information as
required>>

<<insert review
date or period>>

<<insert retention
period>>

<<add additional information as
required>>

<<insert review
date or period>>

<<insert retention
period>>

<<add additional information as
required>>

<<insert review
date or period>>

<<insert retention
period>>

<<add additional information as
required>>

<<insert review
date or period>>

<<insert retention
period>>

<<add additional information as
required>>

<<insert review
date or period>>

<<insert retention
period>>

<<add additional information as
required>>

<<insert review
date or period>>

<<insert retention
period>>

<<add additional information as
required>>

<<insert review
date or period>>

<<insert retention
period>>

<<add additional information as
required>>

<<insert review
date or period>>

<<insert retention
period>>

<<add additional information as
required>>

<<insert review
date or period>>

<<insert retention
period>>

<<add additional information as
required>>

<<insert <<insert data
ref>> type>>
<<insert <<insert data
ref>> type>>
<<insert <<insert data
ref>> type>>
<<insert <<insert data
ref>> type>>
<<insert <<insert data
ref>> type>>
<<insert <<insert data
ref>> type>>
<<insert <<insert data
ref>> type>>
<<insert <<insert data
ref>> type>>
<<insert <<insert data
ref>> type>>
<<insert <<insert data
ref>> type>>
<<insert <<insert data
ref>> type>>
<<insert <<insert data
ref>> type>>
<<insert <<insert data
ref>> type>>

<<insert review
date or period>>

<<insert retention
period>>

<<add additional information as
required>>
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<<insert review
date or period>>

<<insert retention
period>>

<<add additional information as
required>>




8. Roles and Responsibilitig

8.1 The Company’s D4
officer>>, <<insert ¢

8.2 The Data Protect
implementation of {
the Company’s othd
to, its Data Protectig

8.3 [The Data Protectig
department heads
with the above dat
<<insert details of s

pata Protection Legislation.

e,

. "their departments">>].

8.4  Any questions reg:
other aspect of Da
the Data Protection

9. Implementation of Policy

This Policy shall be deem
shall have retroactive effed
this date.

This Policy has been approved an

Name: <<insert
Position: <<insert
Date: <<insert
Due for Review by: <<insert

Signature:
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<<insert name of data protection

responsible for overseeing the
oring compliance with this Policy,
| policies (including, but not limited

details of responsible parties, e.g.
ponsible for ensuring compliance
ughout the Company] OR [within

btention of personal data, or any
compliance should be referred to

ert date>>. No part of this Policy
ly to matters occurring on or after



