Data S

Introduction

The UK GDPR bestows a range
have the following rights, as set o

Is. Individuals, or “data subjects”
2-23) of the UK GDPR:

e The right to be informed al se of their personal data;

e The right of access to thei

e The right to rectification of it is inaccurate or incomplete;

e The right to have their pers

e The right to restrict or supq eir personal data;

e The right to data portabilit

e The right to object to the p al data (in certain circumstances);
and

e Rights in relation to auto nd profiling (where this is carried
out).

These Guidance Notes aim to prq
cases, more detailed guidance
available on specific rights. Wherg

of each of these rights. In some
cuments (such as policies) are
eferenced in this document.

The Right to be Informed

You must tell data subjects abou
them what you collect, how you u
shared with anyone.

The Right of Access

ollect. In particular, you must tell
old on to it, and whether it will be

If a data subject makes a subject
data you hold about that individu
very similar to the information reg
exceptions, you have one month t

st provide a copy of any personal
er important information which is
nformed. Subject to some limited

The Right to Rectification

Data subjects have the right to
inaccurate or incomplete. Subject
to comply.

/or update personal data that is
ns, you normally have one month

The Right to Erasure

Also known as “the right to be fo
erase (or otherwise dispose of) t
longer necessary for you to hold t
use of it is no longer compatible

ave the right to request that you
ain cases including where it is no
bn processed unlawfully, or if your
0 justify that use.

The Right to Restrict Processing

Data subjects have the right to as
useful in situations where erasure
contested the accuracy of their p
you no longer need the person
purposes of a legal claim. (Other ¢

The Right to Data Portability

f their personal data. This can be
such as where a data subject has
e verifying its accuracy, or where
al needs you to keep it for the

)

If personal data has been pro
automated (i.e. electronic) mean

subject, is being processed by
Dr using it is either consent or the
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performance of a contract, data obtain a copy of that personal data

and reuse it across different ser
The Right to Object

ses, data subjects have the right to
to processing for tasks carried out
is vested in you; or your legitimate
lute. For example, you may be able
g legitimate grounds that override

Where personal data is used fo
object to such processing. Data
in the public interest; the exercis
interests (or those of a third par
to continue processing if you c{
the individual’s interests, rights,

Rights Related to Automated Decis g

ment. Profiling, for example, makes
| data. Data subjects have the right
human review of the processing if
Are not being followed.

Some decisions can be made w
calculated assumptions about p
to challenge decisions made in
they believe that the rules applid
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Part 1. The Right to be Infg

Transparency is one of the cor,
individuals know who you are, wi
it, and why. The required informat
should be readily accessible.

ptection law. It is important that
ect about them, what you do with
a clear and concise manner and

When personal data is collected
be provided at the time personal
should be provided to the data sul

ts, your privacy information must
ptain the data from a third party, it

e Within a reasonable period bt later than one month); or

e If the personal data is usg
communication is made, a

the data subject, when the first

e |If the personal dataisto b
at the latest.

hrty, when the disclosure is made,

The Information Required

In most cases, your privacy infor
directly from individuals or from o
to the extent that it relates to th
explained below.

hether you collect personal data
erence in your information will be
e information or your source, as

You should provide the following:

e The name and contact det

e The name and contact det :
e The contact details of your you have one);
e The purpose(s) for which data;
e Your lawful basis for proce
e Your legitimate interests fg | data (if this is your lawful basis);

e The categories of person
source);

ps only if collected from another

e The recipients or categori
can provide specific name
are dealing with);

e sharing the personal data (you
hte what kind of organisations you

e Details of any transfers
international organisations

third countries (i.e. non-UK) or

e How long you will keep t
keep it if there isn’'t a fixed

you will determine how long to

e The rights available to data
e Details of the right to withd

the processing;

bent is the lawful basis);
e Details of the right to comg bmmissioner’s Office (the “ICO”);
e The source of the persona pcted from another source);

e Details of the statutory or
their personal data (applies

juiring the data subject to provide
b data subject);

e Details of automated deci pfiling).
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Providing Your Privacy Information

Privacy information has various
privacy statement, and privacy
protection policy”, although this i
scope (as is the case with our Daf
information templates, including

5 the same thing. Privacy policy,
s. Some might also use “data
internal policy of much broader
lates). We offer a range of privacy
nd an “offline” Privacy Notice.

Privacy information should ideall
This is particularly important if yg
you should aim to make your priva

that is tailored to your audience.
en’s personal data. In any case,

e Clear (use plain language)
e Concise;

e Transparent; and
e Easily accessible.

It is also important to review priva
This is important when consideri
your lawful basis for using persg
creep” and not use personal d
formalities. If your use of perso
updated to reflect this.

0 ensure that it is kept up to date.
data as a whole, not least where
It is important to avoid “function
without adhering to the proper
our privacy information must be

As noted above, how you obtai
privacy information. It is also impg
data from a third-party source rat
provide your own privacy informa
from publicly accessible sources.

brmine when you should provide
bven if you are obtaining personal
bjects themselves, you must still
you are gathering personal data

If you intend to use personal dats
obtained, ensure that your privac
is obtained from a publicly availg
unexpected or intrusive to data s
details about what you are doing.

to that for which it was originally
put this. Similarly, if personal data
e of personal data is likely to be
privacy information provides clear

Exceptions

There are limited exceptions to thg
personal data directly from data {
that they already have.

vacy information. When collecting
b to furnish them with information

When collecting personal data vi
with privacy information in the follg

t need to furnish the data subject

e They already have the req

e It would be impossible to
effort;

or would involve disproportionate

¢ The achievement of the o
rendered impossible or se

g of the personal data would be

re to provide the information;
e You are obtaining or discla comply with a legal obligation; or

e You are under an obligatid
personal data in question.

y regulated by law that covers the
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https://simply-docs.co.uk/GDPR--Data-Protection/Data-Protection-Policy
https://simply-docs.co.uk/GDPR--Data-Protection/Privacy--Cookie-Policies
https://simply-docs.co.uk/GDPR--Data-Protection-Documents/GDPR-Privacy-Notice

Part 2. The Right of Acces

This right is another important co
the right to access the personal
means of a subject access reque
subject access request or DSAR).

bncy principle. Data subjects have
them. This right is exercised by
] as “SAR” (also known as a data

A SAR does not need to follow a
with most of the other rights detai
response. It is therefore importa
receive a SAR knows how to
Procedure can assist in this regart

n be made orally or in writing. As
tes, strict time limits apply to your
our organisation who is likely to
pct Access Request Policy and

Generally speaking, you have o
cases, must do so free of charge.
apply in most cases.

respond to a SAR and, in most
these rules, but they will likely not

Your response to a SAR should i
about the data subject, a copy o
mostly matches that which you sh

you are processing personal data
d certain other information which
privacy information.

As noted above, SARs do not n
recognise SARs is therefore impo
make things easier for data sub
Request Form (but you cannot reg

lar format. Training your staff to
quired to do so, you can also help
by providing a Subject Access

Please Refer to our Subject Access R

The right of access can, at times
set of Guidance Notes on SARs
limit for response, exceptions, thir

. We have provided a dedicated
the proper calculation of the time
e.

A range of template letters for res hvailable.
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https://simply-docs.co.uk/Data-Subject-Access-Requests/Data-Subject-Access-Request-Policy-and-Procedure-GDPR-Compliant
https://simply-docs.co.uk/Data-Subject-Access-Requests/Data-Subject-Access-Request-Policy-and-Procedure-GDPR-Compliant
https://simply-docs.co.uk/Data-Subject-Access-Requests/Data-Subject-Access-Request-Policy-and-Procedure-GDPR-Compliant
https://simply-docs.co.uk/Data-Subject-Access-Requests/Subject-Access-Request-Form-GDPR-Ready
https://simply-docs.co.uk/Data-Subject-Access-Requests/Subject-Access-Request-Form-GDPR-Ready
https://simply-docs.co.uk/Data-Subject-Access-Requests/Subject-Access-Request-Form-GDPR-Ready
https://simply-docs.co.uk/Data-Subject-Access-Requests/Data-Subject-Access-Request-Guidance-Notes
https://simply-docs.co.uk/GDPR--Data-Protection-Documents/Data-Subject-Access-Requests

Part 3. The Right to Rectifi

If personal data is inaccurate or
relates have the right to have it
closely to the principle of transpar

jects to whom that personal data
hereas the first two rights relate
the accuracy principle.

When a request for rectification
determine whether the personal d
necessary. Generally speaking, t
work you should put into makin
determining what is “reasonable”
accuracy of the personal data. At
have already taken steps to ens
principles set out in Article 5 of thq

bed to take reasonable steps to
e (or complete) and to correct it if
hat the data is correct, the more
il be a key consideration when
have already taken to verify the
tant to remember that you should
b and up to date, in line with the

As with other requests to exercis
subjects to follow. A request cj
organisation. Training your staf
particularly given the tight time ¢
personal data and asks you to co
it is a valid request.

ere is no specified form for data
n writing to anyone within your
bst is therefore very important,
challenges the accuracy of their
bmplete incomplete personal data,

Inaccurate Data or a Matter of Opinio

is inaccurate if it is “incorrect or
n, it will be clear whether or not
at happens, however, where the

According to the Data Protection
misleading as to any matter of f3
personal data is accurate — an o
data in question is subjective, i.e.

According to the ICO:

A data subject may still object to
law is likely not the best vehicle b

er of reasons, but data protection

Inaccurate Data or a Mistake?

Personal data will often be inaccu
the personal data in question m3
such cases, to “rectify” the data
appropriate. Again, what is impd
inaccurate is whether or notitis i

ere may, however, be times when
bke that has since been fixed. In
ce to the mistake would not be
whether or not personal data is
to any matter of fact.

Restricting Contested Data

Part 5 of these Guidance Notes
connected to the right to rectific
completeness) of personal data
personal data while you are verif
their right to restrict processing, b

t processing. This right is closely
has challenged the accuracy (or
restrict your processing of that
a subject may expressly exercise
h good idea to do it.

Resolving the Matter

If, after consideration of the dats
does need to be corrected, you s
accurate? An explanation should
their right to complain to the ICO ¢

determine that the personal data
But what if you determine that it is
pject along with information about
rights through a judicial remedy.
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The Time Limit for Response

The time limit for responding to
request. Care must be taken whg
may first appear.

e month from the receipt of the
as it is not quite as simple as it

First of all, there are limited ext
information to confirm the ident
requested a fee. In these circu
information and/or fee but you mu
of the request itself.

th period if you have requested
ing the request or if you have
it begins when you receive the
that crucial first month of receipt

he time limit should be calculated
to the corresponding day in the
he following month? In this case,

Secondly, there is the matter of ¢
from the day you receive the reg
following month. What if there is
the period ends on the last day of

For example, the normal time i
February. The time limit for a req
on 28 February (or 29 February in

d on 5 January would end on 5
ary, on the other hand, would end

he time limit extends to the next
ic holiday.

What about weekends or public
working day if it would otherwise €

In light of such complications, the
28 days for response so as to ens

ds setting an internal time limit of
kenly exceed the legal time limit.

In some limited circumstances, it
months. This only applies if a rg
requests from the same person. |
within the first month, giving your

one-month time limit by up to two
you have received a number of
Ary, you must inform the individual

Charging a Fee

In most cases, you cannot charg
subject rights. If, however, a requs
a fee sufficient to cover the admin

to any request to exercise data
led or excessive”, you can charge
g with that request.

You also have the option of refu
request (see below).

anifestly unfounded or excessive

Note that if you charge a fee, yo
ICO as well, if required). You sho
to complain to the ICO and that
remedy.

I be in a position to explain to the
ta subject that they have the right
brce their rights through a judicial

Verifying Identity

If you have “reasonable doubts”
may request additional informatio

person making the request, you
Hentity of the data subject.

Note that if you ask for such infg
explain to the ICO as well, if requ
have the right to complain to thg
through a judicial remedy.

lain why (and be in a position to
plain to the data subject that they
y be able to enforce their rights

Refusing to Comply

In some cases, you may be able
rights on the grounds of an exemp

request to exercise data subject
dly into the following categories:

e Crime, law, and public pro

e Regulation, parliament, an
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e Journalism, research, and
¢ Health, social work, educal
e Finance, management, an
e References and exams; a
¢ Information about others i

These exemptions fall outside the
more may be relevant to your
professional legal advice.

e Notes. If you think that one or
blease contact the ICO or seek

It is also possible to refuse to
excessive. Note that if you refuse
explain to the ICO as well, if requ
have the right to complain to thg
through a judicial remedy.

What is Manifestly Unfounded?

at are manifestly unfounded or
plain why (and be in a position to
plain to the data subject that they
y be able to enforce their rights

The ICO explains that a request
actual intention of exercising the
and then offer to withdraw it in exq

if the data subject clearly has no
ay, for example, make a request
enefit from you.

Similarly, a request may be manif
to harass your organisation with
include:

licious in intent and is being used
AN to cause disruption. Examples

e The person making the
disruption;

btated that they intend to cause

e The request makes unsub
your team;

hainst you or specific members of

e The person making the req
whom they have a persong

ular member of your team against

e The person making the req
a regular basis with the int

nding different requests to you on
on.

Refusing to comply with a reque
something to be taken lightly §
(although it would seem that so
should be assessed on its own a
aggressive request may still be
previously made manifestly unfou
be automatically deemed manifes
subject truly wants to exercise the

it is manifestly unfounded is not
L simple box-checking exercises
obvious than others). Each case
D in mind that even an apparently
even if the same person has
not mean that any new ones can
uestion is whether or not the data

What is Excessive?

A request is considered excessi
either overlaps with such requests
previous requests.

ance of previous requests and it
Bs not passed since receipt of the

As with manifestly unfounded req

ts must be considered on a case
by case basis, taking into account :

S.

As the ICO explains, the follo
requests:

utomatically constitute excessive
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e The person making the ade a request about the same

issue;

o There may be legiti such requests again.

e The person making the re ping request, but one that relates

to a different set of person

e The person making the made manifestly or unfounded

requests.
Informing Other Parties of Rectificatio

bn shared with another recipient
pency, or other body), you must
puld be impossible or involve
also be informed about such

If personal data that is rectified
(including an individual, organisg
inform such recipients of the
disproportionate effort to do sd
recipients.
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Part 4. The Right to Erasu

This right gives data subjects the
right to be forgotten. At the outset
that it only applies in the following

ita erased. It is also known as the
at this is not an absolute right and

e It is no longer necessary f
for which it was originally @

nal data in light of the purpose(s)

e You are using consent as
subject withdraws their co

g the personal data and the data

e You are using legitimate i
the data subject has exer(
no overriding legitimate int

pasis for using the personal data,
(see Part 7, below), and there is
inue;

e You are processing the p
subject objects to that prod

arketing purposes and the data

e You have used the person

e You are required to erase ply with a legal obligation; or

e You have processed the {
to a child.

Following on from the final point, i
from children, the ICO states th
erasure if the processing is bas
important as children may not b
personal data and of the risks invg
subject in question is no longer
when they were.

offer information society services

relates to personal data collected
icular weight to any request for
by a child...” This is particularly
sequences of handing over their
Iso be taken even where the data
ersonal data was provided to you

As with other requests to exercis
subjects to follow. A request c3
organisation. Training your staff
important. If the request satisfies ¢

ere is no specified form for data
n writing to anyone within your
5t for erasure is therefore very
bove, it is a valid request.

Erasing Personal Data

The word “erasure” tends to poin
that personal data may also be stq

, but it is important to remember

Erasing Electronic Personal Data

When erasing electronic data, it i
necessarily remove it from a storg
only at the software level, but unt
the magnetic storage itself rema
erasing electronic data beyond r
storage medium, as sophisticate
where it has been overwritten in
sensitive (most likely to a degre
normal way is likely to be sufficien

ind that simply deleting it will not
d disk. The deletion often occurs
disk is overwritten with new data,
bnce data has been overwritten,
without physically destroying the
hn be used to restore data even
nless the personal data is highly
SMESs), deleting the data in the

Options for deleting data stored el

for removable media such as CD
Irives, this can be an expensive
hard disks to dust; however, this

e Physical destruction of sto
and DVD ROMs, but for
option. Extreme methods i
is likely to be unnecessary
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e Secure deletion — rather t
the sectors of the disk o
‘passes’ that are made, th
single pass of zeroes, to
aware, however, that this
forms of storage such as
data. Many SSDs have t
are third-party applicatio
something you wish to co
storage devices.

, this method involves overwriting
stored with new data. The more
bn. Typical methods range from a
ized data. It is important to be
ot always an option with newer
lue to the way in which they store
software, and increasingly, there
if full and secure erasure is
eep in mind when choosing your

e Other methods include rdg
formatting the drive. It is i
are combined with secure
deleting the individual files

device to factory settings and/or
pwever, that unless such methods
er any more security than simply

Such methods are important for
SMEs, what is realistically impor
from the ICO defines “beyond use

ut in most cases, particularly for
al data “beyond use”. Guidance

Clearly, then, the more permane
expected to physically destroy
Office guidance on deletion clearl

the better; however, you are not
the Information Commissioner’s

):

In short, therefore, selecting the b, deleting it, and emptying your
Recycle Bin or Trash, will g4 particularly for SMEs handling
comparatively low-risk personal re is any doubt, specialist advice
should be sought and there are oviders who offer secure erasure
services at a range of levels.

Erasing Physical Personal Data

While much information used in
exist, more so in some contexts
personal data storage is electronig
ensure that such copies are destrq

electronically, paper records still
hses where your primary form of
eep track of printed copies and to
bctronic counterparts are deleted.

When disposing of hardcopy recqg
recognizable after disposal. It is, t

to avoid any personal data being
e that simply throwing the paper
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into the recycling bin will not be 4§
personal data should be shreddec

st, physical records incorporating

When selecting a suitable shredd
security are available, some in co
1 to 6 with 1 being the least secu
into strips a maximum of 12mm
other end of the scale, DIN 6 shrg
and are generally used for govern
3 shredders are generally more §
sought if there is any doubt.

ep in mind that different levels of
DIN security levels which run from
DIN 1, for example, shreds paper
y be suitable for home use. At the
0 a particle size of 0.8mm v 4mm
tions. DIN 2 at a minimum, or DIN
b, but specialist advice should be

Erasing Backups

When considering your obligatid
difference whether data is stored
an exemption applies that releasq
the steps that you must take fti
particular circumstances, your ref
available to you”.

guest for erasure, it makes no
backup. It must be erased unless
n. As the ICO explains, however,
tonal data “will depend on your
e technical mechanisms that are

Furthermore, the ICO points out t

As noted above, what matters i
situations where it cannot be ovg
merely held on your backup systg
While conceding that the risk is s
that this is unlikely to pose a signi

hta is put “beyond use”, even in
he data should not be used and
accordance with a set schedule.
rticular context, the ICO suggests

Exemptions to the Right to Erasure

If the processing of the persona
purposes, the right does not appl

cessary for one of the following

e For exercising the right to d information;

e For complying with a legal

e For the performance of a blic interest or in the exercise of

official authority;

e For archiving purposes in
or statistical purposes whe
impossible or seriously imj

tific research, historical research,
is likely to render the processing

e For the establishment, exe claims.

The UK GDPR also sets out two
specifically that relating to health.
they are included here for comple

h relate to special category data,
ect these to apply to most SMEs,

e The processing of the pe
public interest; or

for public health purposes in the

e The processing of the pers
occupational medicine.
processed by or under thé
obligation of professional

pr the purposes of preventative or
only where the data is being
pssional who is subject to a legal
professional.
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In some cases, you may be able
rights on the grounds of an exemyg

request to exercise data subject
dly into the following categories:

e Crime, law, and public prof
¢ Regulation, parliament, an
e Journalism, research, and
e Health, social work, educa
e Finance, management, an
e References and exams; a
¢ Information about others i S requests.

These exemptions fall outside the
more may be relevant to your
professional legal advice.

e Notes. If you think that one or
blease contact the ICO or seek

It is also possible to refuse to
excessive. Note that if you refuse
explain to the 1ICO as well, if requ
have the right to complain to thg
through a judicial remedy.

What is Manifestly Unfounded?

at are manifestly unfounded or
plain why (and be in a position to
plain to the data subject that they
y be able to enforce their rights

The ICO explains that a request
actual intention of exercising the
and then offer to withdraw it in exq

if the data subject clearly has no
ay, for example, make a request
enefit from you.

Similarly, a request may be manif
to harass your organisation with
include:

hlicious in intent and is being used
AN to cause disruption. Examples

e The person making the
disruption;

btated that they intend to cause

e The request makes unsub
your team;

hainst you or specific members of

e The person making the reg
whom they have a persong

ular member of your team against

e The person making the req
a regular basis with the int

nding different requests to you on
on.

Refusing to comply with a reque
something to be taken lightly §
(although it would seem that so
should be assessed on its own a
aggressive request may still be
previously made manifestly unfou
be automatically deemed manifes
subject truly wants to exercise the

it is manifestly unfounded is not
L simple box-checking exercises
obvious than others). Each case
D in mind that even an apparently
even if the same person has
not mean that any new ones can
uestion is whether or not the data

What is Excessive?

A request is considered excessi
either overlaps with such requests
previous requests.

ance of previous requests and it
Bs not passed since receipt of the
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As with manifestly unfounded req ts must be considered on a case
by case basis, taking into account bS.

As the ICO explains, the follo
requests:

utomatically constitute excessive

e The person making the
issue;

ade a request about the same

o There may be legiti such requests again.

e The person making the re
to a different set of person

ping request, but one that relates

e The person making the
requests.

made manifestly or unfounded

The Time Limit for Response

The time limit for responding to a
of the request. Care must be takq
as it may first appear.

rmally one month from the receipt
period as it is not quite as simple

First of all, there are limited ext
information to confirm the ident
requested a fee. In these circu
information and/or fee.

th period if you have requested
ing the request or if you have
it begins when you receive the

he time limit should be calculated
to the corresponding day in the
he following month? In this case,

Secondly, there is the matter of ¢
from the day you receive the reg
following month. What if there is
the period ends on the last day of

For example, the normal time li
February. The time limit for a req
on 28 February (or 29 February in

d on 5 January would end on 5
ary, on the other hand, would end

he time limit extends to the next
ic holiday.

What about weekends or public
working day if it would otherwise &

In light of such complications, the
28 days for response so as to ens

ds setting an internal time limit of
kenly exceed the legal time limit.

In some limited circumstances, it
months. This only applies if a r¢
requests from the same person. |
within the first month, giving your

one-month time limit by up to two
you have received a number of
ry, you must inform the individual

Charging a Fee

In most cases, you cannot charg
subject rights. If, however, a requg
a fee sufficient to cover the admin

to any request to exercise data
led or excessive”, you can charge
g with that request.

You also have the option of refu
request (see above).

anifestly unfounded or excessive

Note that if you charge a fee, yo
ICO as well, if required). You sho
to complain to the ICO and that
remedy.

I be in a position to explain to the
ta subject that they have the right
prce their rights through a judicial
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Verifying Identity

If you have “reasonable doubts”
may request additional informatio

person making the request, you
Hentity of the data subject.

Note that if you ask for such infg
explain to the ICO as well, if requ
have the right to complain to thg
through a judicial remedy.

lain why (and be in a position to
plain to the data subject that they
y be able to enforce their rights

Informing Other Parties of Erasure

If personal data that you are requ
personal data has been made p
website), you must inform the othe

isclosed to another party or if that
ment (e.g. on social media or a

ed of the erasure unless it is
so. Data subjects must also be

In the first case, each specific
impossible or would involve disp
informed about these parties if yo

In the second case, “reasonable {
must be taken to inform other data
to erase links to it, as well as copif

t available technology and costs)
essing the affected personal data

© Simply-Docs - BS.DAT.DSR.GN.01 Data Subject R 15



Part 5. The Right to Restric

In certain circumstances, data s
process their personal data. This
will make a request of this kind
indefinitely.

The right to restrict processing apj

e The data subject has chg
above) and you are in the

e You have processed the
processing of their person
Part 4, above, for the right

e You do not need the persq

onto it in order to establish

e The data subject has obje
below) and you are in th
override the data subject’s

With respect to verifying accurac
you automatically restrict your p
course, rather than waiting for the

As with other requests to exercis
subjects to follow. A request ci

organisation. Training your staff
very important. If the request relat

Restricting Processing of Personal D4

Firstly, it is important to keep in m
very broad term and covers just
erasing data is a form of processi

How to restrict the processing of
dealing with, what you are alread
method of restriction will vary f
following suggestions:

Is there anything that you can do
there are some very limited excep

¢ You have the data subject

e You need to process the p
legal claims;

© Simply-Docs - BS.DAT.DSR.GN.01 Data Subject R

you limit the ways in which you
esting erasure, and data subjects
Restrictions do not generally last

mstances:

their personal data (see Part 3,
curacy;

, but the data subject wants the
han having the data erased (see

e data subject needs you to hold
gal claim; or

bf their personal data (see Part 7,
whether your legitimate grounds

ection, the ICO recommends that
bd personal data as a matter of

ere is no specified form for data
n writing to anyone within your
0 restrict processing is therefore
bet out above, it is a valid request.

Hefined by data protection law is a
do with the data. Indeed, even

d upon what kind of data you are
e and how it is stored. While the
ever, the UK GDPR makes the

Hata? Generally speaking, no, but

g with it;

blishment, exercise, or defence of

16



e The processing is necess:
rights; or

hnother (natural or legal) person’s

e The processing is necessa erest reasons.

Removing Restrictions

If the processing of personal da
personal data (where the data s
data subject has objected to yo
interests grounds) and you are ¢
data subject’s, the restriction wi
resolved or you have determined
the restriction may be lifted.

are assessing the accuracy of
right to rectification) or where the
g on public interest or legitimate
legitimate interests override the
ry. Once the accuracy issue is
unds override the data subject’s,

It is important, in such circumsta
lifted before you lift it. If you are n
is accurate), you should inform th
that your legitimate grounds ove
When doing so, it is also importa
to the ICO and to seek a judicial rd

idual that the restriction is being
(i.e. you have determined that it
asons. Likewise, if you determine
you should explain your reasons.
subject of their right to complain

Refusing to Comply

In some cases, you may be able
rights on the grounds of an exem

request to exercise data subject
dly into the following categories:

e Crime, law, and public prof
e Regulation, parliament, an
e Journalism, research, and
e Health, social work, educa
e Finance, management, an
o References and exams; a
¢ Information about others i S requests.

These exemptions fall outside thé
more may be relevant to your
professional legal advice.

e Notes. If you think that one or
blease contact the ICO or seek

It is also possible to refuse to
excessive. Note that if you refuse
explain to the ICO as well, if requ
have the right to complain to thg
through a judicial remedy.

What is Manifestly Unfounded?

at are manifestly unfounded or
plain why (and be in a position to
plain to the data subject that they
y be able to enforce their rights

The ICO explains that a request
actual intention of exercising the
and then offer to withdraw it in exd

if the data subject clearly has no
ay, for example, make a request
enefit from you.

Similarly, a request may be manif
to harass your organisation with
include:

licious in intent and is being used
AN to cause disruption. Examples

e The person making the
disruption;

stated that they intend to cause

© Simply-Docs - BS.DAT.DSR.GN.01 Data Subject R 17



o The request makes unsub painst you or specific members of

your team;

e The person making the req
whom they have a persong

ular member of your team against

e The person making the req
a regular basis with the int

nding different requests to you on
on.

Refusing to comply with a reque
something to be taken lightly g
(although it would seem that so
should be assessed on its own a
aggressive request may still be
previously made manifestly unfou
be automatically deemed manifes
subject truly wants to exercise the

it is manifestly unfounded is not
L simple box-checking exercises
obvious than others). Each case
b in mind that even an apparently
even if the same person has
not mean that any new ones can
uestion is whether or not the data

What is Excessive?

ance of previous requests and it
BS not passed since receipt of the

A request is considered excessi
either overlaps with such request
previous requests.

As with manifestly unfounded red

ts must be considered on a case
by case basis, taking into account p

S.

As the ICO explains, the follo
requests:

utomatically constitute excessive

e The person making the
issue;

ade a request about the same

o There may be legiti such requests again.

e The person making the re
to a different set of person

ping request, but one that relates

e The person making the
requests.

made manifestly or unfounded

The Time Limit for Response

The time limit for responding to
receipt of the request. Care must
simple as it may first appear.

is normally one month from the
g this period as it is not quite as

First of all, there are limited exf
information to confirm the ident
requested a fee. In these circu
information and/or fee.

th period if you have requested
ing the request or if you have
it begins when you receive the

he time limit should be calculated
to the corresponding day in the
he following month? In this case,

Secondly, there is the matter of ¢
from the day you receive the reg
following month. What if there is
the period ends on the last day of

d on 5 January would end on 5
ary, on the other hand, would end

For example, the normal time i
February. The time limit for a req
on 28 February (or 29 February in

he time limit extends to the next
ic holiday.

What about weekends or public
working day if it would otherwise &

© Simply-Docs - BS.DAT.DSR.GN.01 Data Subject R 18



In light of such complications, the
28 days for response so as to ens

ds setting an internal time limit of
kenly exceed the legal time limit.

In some limited circumstances, it
months. This only applies if a r¢
requests from the same person. |
within the first month, giving your

one-month time limit by up to two
you have received a number of
ry, you must inform the individual

Charging a Fee

In most cases, you cannot charg
subject rights. If, however, a requg
a fee sufficient to cover the admin

to any request to exercise data
led or excessive”, you can charge
g with that request.

You also have the option of refu
request (see above).

anifestly unfounded or excessive

Note that if you charge a fee, yo
ICO as well, if required). You sho
to complain to the ICO and that
remedy.

I be in a position to explain to the
ta subject that they have the right
brce their rights through a judicial

Verifying Identity

If you have “reasonable doubts”
may request additional informatio

person making the request, you
Hentity of the data subject.

Note that if you ask for such infg
explain to the ICO as well, if requ
have the right to complain to thg
through a judicial remedy.

lain why (and be in a position to
plain to the data subject that they
y be able to enforce their rights

Informing Other Parties of Restriction

If personal data subject to a requé
parties, you must inform each p
involve disproportionate effort to
recipients.

bssing has been shared with other
unless it is impossible or would
puld also be informed about such
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Part 6. The Right to Data F

If your lawful basis for processi
contract, and the processing of t
subjects have the right to receiveg
machine-readable format”, and
transmitted) that data to another o

The idea behind this right is to 3
different services without its usabi

bent, or for the performance of a
bd out by automated means, data
“structured, commonly used, and
or, where feasible, to have it

ove their personal data between

It is important to note that, in addi
applies only to personal data that
point and is not quite as simple ag

(i.e. consent or contract), the right
vided to you. This is an important

As with other requests to exercis
subjects to follow. A request ci
organisation. Training your staff
portability is therefore very importj

ere is no specified form for data
n writing to anyone within your
5t to exercise the right to data

When is Personal Data Provided to Y]

ere the data subject gives you
milar. The definition goes beyond
from your observation of the data

In some cases, this will be ob
information directly when register
this, however and also includes p
subject’s activities.

Examples of such data include:
e Website usage history or g
e Traffic and location data; o
e Raw data from connected earables and smart metres.

What this definition does not inclu
by the data subject. It is importan
covered by the right to portabilit
Consequently, the ICO still recom

reated based upon data provided
hile any such personal data isn'’t
ht of access (see Part 2, above).

Anonymised and Pseudonymised Pe

If personal data is truly anonym
pseudonymised and can be conng

portability does not apply. If it is
the right does apply.

Personal Data About Multiple Data S

If information covered by a req
someone other than the data s
providing the information would
involved. Generally, the 1ICO sugg
request “should not be a problem
provided to you by that individu
consider the rights and freedoms {

y includes personal data about
will need to determine whether
hts and freedoms of the others
data to the individual making the
party information in question was
It is still important, however, to

If, on the other hand, personal
example, when setting up a joi
portability request and may need

d by multiple data subjects, for
b sure that they all agree to the
ement.
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Complying with a Request

Where the right to data portabil
personal data and/or to have it se

s are entitled to a copy of their
(data controller).

When it comes to providing the
either directly in response to a
proactively by providing access tq
you take, ensuring security is imp(

data subjects, this can be done
right to data potability, or more
-service system. Whichever route

If the data subject asks you to s
must do so if it is technically fe
systems that are compatible wit
right exists, but you should be rg
Given the range of widely-used
arguably not be difficult to ensurg
least where the data itself is concg

directly to another controller, you
hlly obliged to adopt or maintain
rganisations simply because this
bchnology, formats, and so forth.
data formats available, it should
mostly compatible with others, at

Data protection law also requires
hinderance”, i.e. you should not
the way of the process. That said
for being unable to transmit data
the ICO or a suitably qualified lega

ccordance with this right “without
bechnical, or financial obstacles in
t there are not legitimate grounds
ist advice should be sought from

As noted above, security is impg
data in response to a request for
itself, whether to the data subjg
however, for the use that the per;
can be helpful, however, particul
on keeping personal data safe an(

it comes to transmitting personal
b responsible for the transmission
sation. You are not responsible,
it is in the other party’s hands. It
D individuals, to provide guidance

How to Provide the Personal Data

When complying with a request
format that is:

onal data must be provided in a

e Structured;
e Commonly used; and
e Machine-readable.

It may also make things easier to
or industry where data sharing in
work together to ensure the adopt

5. If you work in a particular sector
, it can be advantageous to all to
hts for personal data.

You are not required by law to ug
proprietary formats internally whig
organisations. You will, however,
open format when complying wit
meet the above requirements incl

bly. You may need or want to use
b or usable by individuals or other
b possible to convert data into an
bility. Popular open formats that

There is no prescriptive or exhaus
are likely to be widely usable.
recipient and the technologies av4
above criteria may not be access
they will be, even if an individual o

thould be used, but these formats
owever, to take account of the
ases, even formats that meet the
ough, in practice, in most cases
laptop or smartphone.

Receiving Personal Data Transmitted Drtability

So far, these Guidance Notes
controller sending personal datg
happens when you are on the rec

from the perspective of a data
another organisation, but what
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You must, firstly, determine whet
whether or not the data is rele
purpose(s) for which it will be prog
parties.

hold on to the data. Ask yourself
iS not excessive in light of the
any personal data relating to third

If third party data is involved, you
it and, if so, what your lawful bas
must also ensure that your procef
the data subjects concerned.

or not you have a reason to keep
ping so and for processing it. You
affect the rights and freedoms of

It is particularly important to note 5es:

Refusing to Comply

In some cases, you may be able
rights on the grounds of an exem

request to exercise data subject
dly into the following categories:

e Crime, law, and public prof
e Regulation, parliament, an
e Journalism, research, and
e Health, social work, educa
e Finance, management, an
e References and exams; a
¢ Information about others i S requests.

These exemptions fall outside thé
more may be relevant to your
professional legal advice.

e Notes. If you think that one or
blease contact the ICO or seek

It is also possible to refuse to
excessive. Note that if you refuse
explain to the ICO as well, if requ
have the right to complain to thg
through a judicial remedy.

at are manifestly unfounded or
plain why (and be in a position to
plain to the data subject that they
y be able to enforce their rights

What is Manifestly Unfounded?

The ICO explains that a request
actual intention of exercising the
and then offer to withdraw it in exd

if the data subject clearly has no
ay, for example, make a request
enefit from you.

Similarly, a request may be manif
to harass your organisation with
include:

licious in intent and is being used
AN to cause disruption. Examples

e The person making the
disruption;

stated that they intend to cause

e The request makes unsub
your team;

painst you or specific members of

e The person making the reg
whom they have a persond

ular member of your team against
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nding different requests to you on
on.

o The person making the req
a regular basis with the int

Refusing to comply with a reque
something to be taken lightly g
(although it would seem that so
should be assessed on its own a
aggressive request may still be
previously made manifestly unfou
be automatically deemed manifes
subject truly wants to exercise the

it is manifestly unfounded is not
L simple box-checking exercises
obvious than others). Each case
b in mind that even an apparently
even if the same person has
not mean that any new ones can
uestion is whether or not the data

What is Excessive?

ance of previous requests and it
S not passed since receipt of the

A request is considered excessi
either overlaps with such request
previous requests.

As with manifestly unfounded req

ts must be considered on a case
by case basis, taking into account p

S.

As the ICO explains, the follo
requests:

utomatically constitute excessive

e The person making the
issue;

ade a request about the same

o There may be legiti such requests again.

e The person making the re ping request, but one that relates

to a different set of person

e The person making the
requests.

made manifestly or unfounded

The Time Limit for Response

The time limit for responding to
request. Care must be taken whg
may first appear.

e month from the receipt of the
as it is not quite as simple as it

First of all, there are limited ext
information to confirm the ident
requested a fee. In these circu
information and/or fee.

th period if you have requested
ing the request or if you have
it begins when you receive the

he time limit should be calculated
to the corresponding day in the
he following month? In this case,

Secondly, there is the matter of ¢
from the day you receive the reg
following month. What if there is
the period ends on the last day of

d on 5 January would end on 5
ary, on the other hand, would end

For example, the normal time li
February. The time limit for a req
on 28 February (or 29 February in

he time limit extends to the next
ic holiday.

What about weekends or public
working day if it would otherwise &

ds setting an internal time limit of
kenly exceed the legal time limit.

In light of such complications, the
28 days for response so as to ens
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In some limited circumstances, if
months. This only applies if a
requests from the same person.
within the first month, giving you

b one-month time limit by up to two

you have received a number of
ary, you must inform the individual
n.

Charging a Fee

In most cases, you cannot cha
subject rights. If, however, a req
a fee sufficient to cover the admi

J to any request to exercise data
ded or excessive”, you can charge
ing with that request.

You also have the option of ref
request (see above).

anifestly unfounded or excessive

Note that if you charge a fee, yo
ICO as well, if required). You shq
to complain to the ICO and that
remedy.

d be in a position to explain to the
ata subject that they have the right
orce their rights through a judicial

Verifying Identity

If you have “reasonable doubts’
may request additional informatiqg

e person making the request, you
identity of the data subject.

Note that if you ask for such inf
explain to the ICO as well, if req
have the right to complain to t
through a judicial remedy.

plain why (and be in a position to
xplain to the data subject that they
ay be able to enforce their rights
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Part 7. The Right to Object

In limited circumstances, data s
personal data. In the case of dire
may be able to override the object

object to the processing of their
bsolute right. In other cases, you

Where personal data is process
absolute:

Asons, the right to object is not

e Atask carried out in the p
e The exercise of official aut

e Your lawful basis is “legi
interests of a third party).

processing is for the legitimate

Further limitations to the right app
research, historical research, or s

a is being processed for scientific

As with other requests to exercis
subjects to follow. A request ci
organisation. Training your staff
therefore very important.

ere is no specified form for data
n writing to anyone within your
to exercise the right to object is

Complying with the Right to Object

In the case of personal data used
absolute. There are, however, so
to the extent that you are using th
not mean that you must stop usi
There may be other purposes tha
data used for marketing rather {
retained to ensure that the data 4§
the future.

noted above, the right to object is
ep in mind. The right only applies
on for direct marketing. This does
ng to that individual and delete it.
may also suppress the personal
that just enough information is
targeted with direct marketing in

In a situation where the personal
reasons, remember that the righ
reasons for their objection, based

processed for one of the following
pta subject must provide specific
htion:

e Atask carried out in the p ;

o The exercise of official aut ic task); or

e Your lawful basis is “legi
interests of a third party).

processing is for the legitimate

)’ to continue processing which
bject; or the continued processing
legal claims, you may be able to

If you can demonstrate “comp
override the interests, rights, and
is necessary for the establishmen
refuse to comply with the request.

It will be important to consider wi
they submit that the processing i
less likely that your interests will
should not be taken lightly and f
legal professional should be soug

ting in this case. If, for example,
ial damage or distress, it may be
b of this assessment means that it
the ICO or a suitably qualified

If you do conclude that you do nq
subject and provide reasons for
complain to the ICO and their abili

e request, you must tell the data
| also inform them of their right to
dy to enforce their rights.
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orical research, or for statistical
a subjects only have the right to
is either:

If you are processing personal f
purposes and have appropriate §
object if your lawful basis for procq

e The exercise of official aut
e Legitimate interests.

As above, you may nonetheless
demonstrate compelling legitimg
processing is necessary for the eg

Ssing the personal data if you can
e processing or the continued
defence of legal claims.

Also as above, if you are satisfie
subject and provide reasons for
complain to the ICO and their abili

o comply, you must tell the data
| also inform them of their right to
dy to enforce their rights.

The decision to erase personal d;
to be taken on a case by case ba:s
a small amount of data sufficient
subject is not used for the same
important, however, is that the pe

ise of the right to object will need
pted above, it will be wise to retain
data relating to a particular data
p.g. a “Do not mail” list). What is
bed further.

As noted at the start of these Gui
object. This must be done, at the
As should be clear from the infg
processing their personal data in

form data subjects of the right to
mmunicate with the data subject.
Art 7, this applies where you are
es:

e For direct marketing purpo

e On the “public task” lawf
public interest;

e On the “public task” lawful
e On the “legitimate interestg

The ICO also points out that the
clearly and separately from other
statistical purposes, information a
information (see Part 1, above).

hnce of a task carried out in the

pfficial authority vested in you; or

jht to object should be presented
Jata is being used for research or
hould be included in your privacy

Other Reasons for Refusing to Comp

As with the other data subject rig
exercise the right to object on t
manifestly unfounded or excessivg

refuse to comply with a request to
ption or because the request is

Exemptions fit broadly into the foll
o Crime, law, and public prof
e Regulation, parliament, an
e Journalism, research, and
e Health, social work, educa
e Finance, management, an
o References and exams; a
¢ Information about others i S requests.

These exemptions fall outside the
more may be relevant to your
professional legal advice.

e Notes. If you think that one or
blease contact the ICO or seek
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at are manifestly unfounded or
plain why (and be in a position to
plain to the data subject that they
y be able to enforce their rights

It is also possible to refuse to
excessive. Note that if you refuse
explain to the 1ICO as well, if requ
have the right to complain to thg
through a judicial remedy.

What is Manifestly Unfounded?

The ICO explains that a request
actual intention of exercising the
and then offer to withdraw it in exq

if the data subject clearly has no
ay, for example, make a request
enefit from you.

Similarly, a request may be manif
to harass your organisation with
include:

licious in intent and is being used
AN to cause disruption. Examples

e The person making the
disruption;

btated that they intend to cause

e The request makes unsub hainst you or specific members of

your team;

e The person making the req
whom they have a persong

ular member of your team against

e The person making the reqd
a regular basis with the int

nding different requests to you on
on.

Refusing to comply with a reque
something to be taken lightly §
(although it would seem that so
should be assessed on its own a
aggressive request may still be
previously made manifestly unfou
be automatically deemed manifes
subject truly wants to exercise the

it is manifestly unfounded is not
L simple box-checking exercises
obvious than others). Each case
D in mind that even an apparently
even if the same person has
not mean that any new ones can
uestion is whether or not the data

What is Excessive?

ance of previous requests and it
S not passed since receipt of the

A request is considered excessi
either overlaps with such requests
previous requests.

As with manifestly unfounded req

ts must be considered on a case
by case basis, taking into account p

S.

As the ICO explains, the follo
requests:

utomatically constitute excessive

e The person making the
issue;

ade a request about the same

o There may be legiti such requests again.

e The person making the re
to a different set of person

ping request, but one that relates

e The person making the
requests.

made manifestly or unfounded
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The Time Limit for Response

The time limit for responding to
request. Care must be taken whg
may first appear.

e month from the receipt of the
as it is not quite as simple as it

First of all, there are limited ext
information to confirm the ident
requested a fee. In these circu
information and/or fee.

th period if you have requested
ing the request or if you have
it begins when you receive the

he time limit should be calculated
to the corresponding day in the
he following month? In this case,

Secondly, there is the matter of ¢
from the day you receive the red
following month. What if there is
the period ends on the last day of

For example, the normal time i
February. The time limit for a req
on 28 February (or 29 February in

d on 5 January would end on 5
ary, on the other hand, would end

he time limit extends to the next
ic holiday.

What about weekends or public
working day if it would otherwise &

In light of such complications, the
28 days for response so as to ens

ds setting an internal time limit of
kenly exceed the legal time limit.

In some limited circumstances, it
months. This only applies if a r¢
requests from the same person. |
within the first month, giving your

one-month time limit by up to two
you have received a number of
iry, you must inform the individual

Charging a Fee

In most cases, you cannot charg
subject rights. If, however, a requg
a fee sufficient to cover the admin

to any request to exercise data
led or excessive”, you can charge
g with that request.

You also have the option of refu
request (see above).

anifestly unfounded or excessive

Note that if you charge a fee, yo
ICO as well, if required). You sho
to complain to the ICO and that
remedy.

| be in a position to explain to the
ta subject that they have the right
brce their rights through a judicial

Verifying Identity

If you have “reasonable doubts”
may request additional informatio

person making the request, you
Hentity of the data subject.

Note that if you ask for such infg
explain to the ICO as well, if requ
have the right to complain to thg
through a judicial remedy.

lain why (and be in a position to
plain to the data subject that they
y be able to enforce their rights
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Part 8. Rights Related to A

Automated decision-making is a
means without any human invol
decision-making including profiling
automated decision-making will nd

Profiling, as defined by the UK GL

Making including Profiling

are made solely by automated
law uses the phrase “automated
often appear together, but not all

As this definition suggests, while
profiling, the two will often be linkg

hking does not necessarily mean

Profiling is often used to find o
behaviour, and to make decisions

The UK GDPR was designed, in |
profiling. In particular, where solel
similarly significant effect” on peo
decisions. Therefore, if a decisio
it will be subject to restrictions ang

le’s preferences, to predict their

f automated decision-making and
cluding profiling) have a “legal or
e right not to be subject to those
ade without human involvement,
bria.

Such decision-making can only bg

e It is necessary for the e ance of a contract between an

organisation and the data §
e Itis authorised by law; or
e |tis based on the data sub,

Furthermore, if special category (
limited further:

s involved, the circumstances are

¢ You have the data subject

e The processing in questio tial public interest reasons.

Managing Risk

Automated decision-making is cq
processing, a Data Protection Im
Impact Assessment or “DPIA” inv
personal data, identifying risks a
risks.

tk”. Before undertaking any such
pe carried out. A Data Protection
leration of a new proposed use of
s that will solve or mitigate those

Informing and Protecting Data Subjeg

As explained above, transpare
legislation such as the UK GDPR
it is important that you provide cle
individuals whose personal data
involved in the process and the si

pect of modern data protection
ated decision-making, therefore,
ation about that processing to the
ormation should explain the logic
consequences of that process.

It is also required that you use “
process.

| or statistical procedures” in the

Technical and organisational me|
minimise the risks of errors arisin

pyed to correct inaccuracies and
st be secured in a manner that is
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proportionate to the risks pose
discriminatory effects.

Of particular importance in the cq
that data subjects are able to oh
obtain and explanation of any dec

It is important to keep in mind tha
“solely automated decision-maki
effects”, your processes must still
the UK GDPR. You must have a

must be recorded; you must have

their rights; and you must reme
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