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Introduction

This Policy sets out the
registered in <<insert co
registration number>>,

Company”) regarding dat
Legislation (defined below)

Company name>>, a company
nder number <<insert company
is at <<insert address>> (“the
ests under the Data Protection

This Policy also provides (¢
The procedures and prin
Company, its employees,
the Company.

) of data subject access requests.
5t be followed at all times by the
pther parties working on behalf of

Definitions

“data controller” erson or organisation which, alone
others, determines the purposes
pf the processing of personal data.
oses of this Policy, the Company
ontroller of all personal data used

SS;

“data processor” person or organisation which

ersonal data on behalf of a data

applicable data protection and
including, but not limited to, the
he Data Protection Act 2018, and
plicable national laws, regulations,
ary legislation in England and
brning the processing of personal
the privacy of electronic
ons, as amended, replaced, or
time to time;

“Data Protection Legislat

“data subject” iving, identified, or identifiable

pout whom the Company holds

“personal data” information relating to a data
can be identified, directly or
particular by reference to an
ch as a nhame, identification
htion data, an online identifier, or
re factors specific to the physical,
, genetic, mental, economic,

pcial identity of that data subject;



“processing”

ch as collection,

hnd

“special category perso

kual  life, sexual
genetic data.

3. Data Protection Officer &

3.1 The Company’s D4
officer>>, <<insert
responsible for ad
applicable related
procedures, and/o
requests are handlé
for ensuring that al
on behalf of the (
Legislation and thei

3.2 The Company coll¢
type(s) of data sub
Company is a ‘ds
Legislation.

3.3 Data subjects have
Protection Legislati
(Article 15 of the U
the Company colleq
to obtain a copy
information. The
understand how an
lawfully.

3.4 This Policy is an i
handling data subj
privacy policy, pri
available to third g
Poalicy should, whe

Data Protection Pol bplicable policies>>].

3.5  Any questions relat
holding of persong
referred to the Data

3.6 Parts 1 to 4 and Pa|

apply to staff autho bCt access requests.

© Simply-Docs — BS.DAT.04 Data Subject Acc

operation or set of operations
pn personal data or
a, whether or not by automated

structuring, storage, adaptation
, retrieval, consultation,
y transmission, dissemination or
aking available, alignment or
restriction, erasure

pnal data revealing racial or ethnic
itical opinions, religious
beliefs, trade union membership,
orientation,

<<insert name of data protection
he Data Protection Officer
developing and implementing any
)se referred to in this Policy),
g that all data subject access
b Data Protection Legislation; and
tractors, or other parties working
rstanding of the Data Protection
applies to their job role(s).

bes personal data about <<insert
s, business contacts etc.>>. The
urposes of the Data Protection

eir personal data under the Data
ecifically with the right of access
have the right to find out whether
ersonal data about them, the right
nd certain other supplementary
gned to help data subjects to
and to check that we are doing so

designed to provide guidance on
is not a data protection policy,
hnd is not designed to be made
pt limited to, data subjects). This
conjunction with the Company’s

mpany’s collection, processing, or
Protection Legislation should be

apply to all staff and Parts 5 to 13



How to Recognise a Data st

4.1

4.2

4.3

4.4

4.5

What to do When a Subjg

5.1
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The Data Protectio
data subject acces
made orally or in
communication. A
request’, ‘data protg
of the UK GDPR (0
could receive a SA
been received.

et out a particular format which a
R”) must follow. A SAR may be
Company, and by any means of
use the words ‘subject access
similar terms, or refer to Article 15
eans that anyone in the Company
ediately obvious that a SAR has

[The Company prq
<<insert location(s)
to make it easier f
subjects are under
times to identify SA

s Request Form, available from
data subjects to make a SAR and
gnise the request; however, data
orm and care must be taken at all

SARs may insteaq
‘information’ rather
Company via soc
information you ha
same way as a md
specifically to a ‘s
UK GDPR.

Individuals may ma
SAR via a third part

a) This may be

minology, using terms such as
example, a message sent to the
base provide details of all the
d SAR and must be treated in the
[using our SAR Form] referring
d data subjects’ rights under the

half. It is also possible to make an

est on behalf of a client, or it may

be one priva request on behalf of another. This
is permissib fied that the individual making the
request has on behalf of the data subject
concerned.

b) In certain li
to manage f{
2005 enabl

c) Adults, suc
children. Th
When deali
whether tha
response di
be permissi
child’s beha
that doing sq

When a SAR is idd
you are in anyway
forwarded to the
details>>[, or to <<
in Part 5.

may not have the mental capacity
e cases, the Mental Capacity Act
SAR on behalf of that individual.

s, may make SARs on behalf of
owever, remains the child’s right.
child it is important to consider
to understand their rights. If so, a
be considered. It may, however,
exercise the child’s right on the
eir authorisation, or if it is evident
rests.

ation or request is received and
s a SAR, it should be immediately
ection Officer, <<insert contact
lepartment(s)>>] as set out below

eceived

The Company has
is important to act g

which to respond to a SAR, so it



52

5.3

54

Responding to a Subject
Clarifying Requests

6.1

6.2

6.3
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| it must be forwarded to the Data
er of staff]f AND/OR [department]]
se do not take any further action
orised to do so.

Unless you are aut
Protection Officer [
immediately, as se
with respect to any

SARs may come i rmine how to forward the SAR to

the appropriate me

a) For SARs r¢
link, if apprg
Data Protec
title(s) and/o

b) For SARs r y other hardcopy form, the SAR
should first d immediately to the Company’s
Data Protec tact details>>[, or to <<insert job
 the original sent to the same
secure means possible (e.g. in
<insert postal service, e.g. Royal

social media], the message [or a
cd immediately to the Company’s
tact details>>[, or to <<insert job

recipient us
person, by @
Mail Special

c) For SARs
subject sho
the Compa
department(
data subject

b and contact details of the data
re informing the data subject that
er [or <<insert job title(s) and/or
for full details of their SAR. The
information provided by the data
subject sho ely to the Data Protection Officer
<<insert 0 <<insert job title(s) and/or
department( f the time and date on which the

The Company’s
department(s)>>] s
<<insert period, €.
receive a response
receipt.

[or <<insert job title(s) and/or
nfirming receipt of the SAR, within
of you sending it. If you do not
ust contact them again to confirm

. Identifying Data Subjects and

Before responding
identity of the indivi
processing a large i
(i.e. to specify the
Information reque
proportionate. Indiv|
than is reasonably
narrow the scope o

steps must be taken to verify the
and, particularly if the Company is
about them, to clarify their request
sing to which their SAR relates).
bes must be reasonable and
1 to provide any more information
pquest for clarification be used to

If additional infor
individual must be
required, the time
information is recei

firm an individual’s identity, the
ssible. If additional information is
SAR does not begin until that

If additional informd the SAR, the individual must be
informed as soon 4 tional information is required, the
time limit for respo sed until a response is received.
The time limit is mqg therefore, a response is received



on the same day,
possible extensions

6.4 If a SAR is made b
individual acting o
sufficient evidence

se is unchanged. (Note also the
d in Part 8, below).

f a data subject (see Part 4.4), the
ject must be required to provide
0 act on the data subject’s behalf.

ested to confirm an individual’s
cuments should not be requested

6.5 Examples of infori
identity include (no
unless it is necessa

a) A copy of th
b)
c)

6.6 If, having requested
still not possible to
Company may refus

ce;

b verify an individual’s identity, it is
e individual does not comply), the
as set out below in Part 11.

6.7 If, having requesteg
not comply (e.g. dg
the Company mug
reasonable searche
generally be possi
required by the Dat;

clarify a SAR, the individual does
es to provide further information),
bmply with the SAR by making
relating to the request. It will also
bll the supplementary information
5ee below in Part 9).

6.8 The Company doeg
to respond to a potd

for the sole purpose of being able

7. Responding to a Subject . Fees

7.1 Under normal circ
charging of a fee fo
for SARs.

7.2 In limited cases, it i
the administrative ¢
unfounded’, ‘exces
data following the
to comply with a SA

otection Legislation prohibits the
ompany does not normally charge

‘reasonable fee’ in order to cover
a SAR if that SAR is ‘manifestly
t requests further copies of their

ay also be permissible to refuse
).

7.3 The following facto hen calculating a reasonable fee:
a)

Company is processing the data

cting that information;
ation; and

bnse to the data subject.
b) ifi e:

ge, and any other costs incurred
to the data subject;
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8. Responding to a Subject

. Time Limits

8.1 Under normal circu must respond to a SAR ‘without
undue delay’ and, & pnth of receipt. The date of receipt
of all SARs must be due date for response.

8.2 Under the Data Pro e-month period referred to in Part
8.1 begins on the Siness day — that the request is
received and ends lendar day in the following month
(or, if the following es not have a corresponding day
(e.g. January 31 tg Hay of that month). [Consequently,
the time limit set K ponding to SARs is 28 calendar
days.] If the last da n a weekend or bank holiday, the
time limit is extendg Y.

8.3 If additional inform e individual making the SAR to
confirm an individua 6.2, the time limit under Part 8.1
begins on the day t ceived.

8.4 If additional inform e individual making the SAR to
clarify the SAR, as imit under Part 8.1 is paused until
the information is r¢ bnse is received on the same day,
in which case the ti

8.5 If the SAR is compl bject makes a number of SARs, it
is permissible to ¢ up to two months. If such an
extension is neces;s ust be informed, in writing, of the
reason(s) for the ex | one-month time limit.

9. Responding to a Subject . Information to be Provided
9.1 Data subjects must bwing information in response to a

© Simply-Docs — BS.DAT.04 Data Subject Acc

SAR:

a) the purpose
their person;

y collects, holds, and processes

b) the categorig ed;

c) the recipie cipient to whom the Company
discloses thg

d) details of ho hins their personal data or, if there
is no fixed determining how long it will be

retained:;

e) sk the Company to rectify or erase
bject to our processing of it;

f) ake a complaint to the ICO;

Q) bn was not obtained from the data
ata;

h) mated decision-making (including

profiling), d
meaningful
envisaged ¢

pd decision-making, including a
nvolved and the significance and
. subject (also see Part 9.2); and



9.2

9.3

9.4

10. Responding to a Subject

10.1
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i) if the Comy
international
that data.

sonal data to a third country or
he safeguards in place to protect

In cases where a ed decision-making, the following

shall apply:

a) Where a S4 nderlying an automated decision
that has beg important matters relating to the
data subject pe provided with an explanation of
the logic inv ing conditions:
¢ the decig uestion must be solely automated

(i.e. ther Ivement in the process); and
o the infor bd in such a way as to protect the
Compan ghts and trade secrets.

b) The data
automated d
intervention
automated {

est information related to the
eek to exercise the right to human
D appoint a person to review the
eir own point of view about the

decision, an a subject making a SAR seeks to
exercise th to automated decisions, the
Company’s [or <<insert job title(s) and/or
department( ame in accordance with the Data
Protection rt applicable company policy /
policies>>].

The information set ust be provided:

a) in a concise
clear and plg

and easily accessible form, using

b) in writing; [&

c) if the data s
used electrd

AR electronically, in a commonly-
lata subject requests otherwise)([;

and] OR []

d) [where pos bmpany’s <<insert name and/or
description ¢ em used to provide data subjects
with access system, providing secure access

for data sub a.]

It is important to ng
data that the Comp
of responding to a
Part 1), the Data H
access it. In certai
from non-personal

e only entitled to access personal
information located in the process
definition of “personal data” (see
es not entitle the data subject to
bssary to separate personal data
a SAR.

. Locating Information
The Company ho
system][s]. It is img
SAR relates in orde

the following location[s] and/or
pe(s) of personal data to which a
place:

a) <<insert list
types of el
where releva

ding, for example, departments,
ms etc. Also include data types,



11.

12.
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10.2

Refusing to Respond to 3

111

11.2

11.3

Exemptions to the Right

12.1

b) <<add furthd

The Data Protectio
efforts’ to find and
access is not limiteq

e Company to make ‘reasonable
response to a SAR. The right of
is easy to find.

St

In certain cases, it mpany to refuse to comply with a
SAR:
a) if it is not individual making the SAR after

requesting a br Part 6.2; or

b) if the reques
into account
request is re
the context
and the indi
to request a

If either of the abo
the SAR must be
individual making t
The individual must
of the possibility of

d’ or ‘manifestly excessive’, taking
ing (but not limited to) whether the
ture of the information requested,
lationship between the Company
. In such cases, it is also possible
e it, as set out in Part 7.2.

ompany’s refusal to comply with
nation must be provided to the
lar month after receiving the SAR.
r right to complain to the ICO and

5 are also included in the Data
P for more information.

Certain exemptions
Protection Legislatig

The Data Protectio
to SARs and there
Those most likely td
the personal data i

umber of exemptions which apply
refusing to comply with a SAR.
b Company are situations in which

a) subject to le r

b) purely persa old activity; or

c) a reference ) in confidence for purposes of
employment r

d) is processe
purposes in
extent that g
business or

asting or management planning
or other activity (but only to the
ould prejudice the conduct of the

e) consists of respect to negotiations between
employer a the extent that complying with the
SAR would | S); or

f) contains pe

9) is of a type | vention or detection of a crime, or
the apprehe pffenders if it is disclosed[.] OR [;
or]

h) [<<insert ad hNS>> |



12.2  Additional exemptid
such as national s4
exemptions which
(including, but not |
referred to [the Co

fic (and generally public) matters
Dbr questions arise with respect to
ing the process of handling a SAR
bove), those questions should be
Dfficer and/or to] the ICO.

13. [Erasure or Disposal of P

13.1 If any personal da
disposed of betwes
which a response i
our response provig
made irrespective

13.2 The Right of Acces;
personal data in aq
out in our Data R
however, permissib
alternative to compl

amended, deleted, or otherwise
AR is received and the time at
5 able to take this into account in
btion, or disposal would have been
n question.

vent the Company from managing
rocedures, in particular those set
pata Retention Policy]. It is not,
otherwise dispose of data as an

14. Failure to Comply with th

14.1 Compliance with th
Company. If we fai
to provide a data s
them, we will be
Legislation.

ation is of vital importance to the
ithin the required time limit or fail
personal data that we hold about
tions under the Data Protection

14.2  Failing to comply w
at risk. It may also

pgislation may put the data subject
sequences for the Company:

a) the data su pany to the ICO, resulting in an

b) enforcemen e Company which may result in
civil and/or ¢ b Company and, in certain cases,
the individug ch;

c) if the data s age and/or distress as a result of
the Compa subject may seek further legal

remedies su e Company; and
d) a court may bmply with the SAR in any event if
the Compa d in its compliance with the Data

14.3 Failure by any me
disciplinary action

y with this Policy may result in
Bal for gross misconduct.

15. Policy Review

This Policy will be revie
Company’s Data Protectio

<<insert interval>> basis]. The
ible for reviewing this Policy.

16. Implementation of Policy

This Policy shall be deem ert date>>. No part of this Policy
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shall have retroactive effed
this date.

This Policy has been approved an

Name: <<insert]
Position: <<insert]
Date: <<insert|

Due for Review by: <<insert

Signature:
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ly to matters occurring on or after

10



