Data Processing Clause - Agree

“Data Protection Legislation”
means all applicable legislation in
data protection and privacy includi
General Data Protection Regulatid
law of England and Wales, Scotla
European Union (Withdrawal) Act
thereunder); and the Privacy and

the United Kingdom applicable to
retained EU law version of the

K GDPR”), as it forms part of the
py virtue of section 3 of the

Act 2018 (and regulations made
s Regulations 2003 as amended.

1. Data Processing

1.1 In this Clause X,
processor’, and “p
Article 4 of the UK (

1.2 [All personal data t¢
Service Provider">
Client">> under thi
terms of the Data
<<insert date>> [p

OR

1.2 [The Parties hereb
protection requirem
X shall not relieve ¢
Legislation and doe

subject”, “data controller”, “data
all have the meaning defined in

rt processor party name e.g. "the
controller party name e.g. "the
rocessed in accordance with the
entered into by the Parties on

-]

pth comply with all applicable data
Protection Legislation. This Clause
ions set out in the Data Protection
hny of those obligations.

1.3 For the purposes ( egislation and for this Clause X,
i nt">> is the “Data Controller” and
<<insert processor Service Provider'>> is the “Data

Processor”.
1.4  The type(s) of pg
processing, and the
15 The Data Controlle

and notices require
Processor for the p

be, nature and purpose of the
g are set out in Schedule X.

in place all necessary consents
nsfer of personal data to the Data
Agreement.

1.6 The Data Processo
relation to its perfor

1.6.1 Process the
Controller u
such perso

y personal data processed by it in
htions under this Agreement:

e written instructions of the Data
r is otherwise required to process
a Processor shall promptly notify
g unless prohibited from doing so

1.6.2 Ensure that
measures (
data from
damage or
potential ha
current statg
those meas

ble technical and organisational
Controller) to protect the personal
ul processing, accidental loss,
res shall be proportionate to the
events, taking into account the
gy and the cost of implementing
bn are set out in Schedule X;
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1.6.3 Ensure that
for processi
that persong

1.6.4 Not transfe

ess to the personal data (whether
) are contractually obliged to keep

ide of the UK without the prior

written conj roller and only if the following

conditions a

1.6.4.1The the Data Processor has/have
provi or the transfer of personal data;

1.6.4.2 Affeg
legal

1.6.4.3The bs with its obligations under the
Data providing an adequate level of
prot nal data so transferred; and

enforceable rights and effective

1.6.4.4The s with all reasonable instructions
give ta Controller with respect to the
proce a.
1.6.5 Assist the D a Controller’s cost, in responding
to any and a subjects and in ensuring its

compliance
security, brd
with supervi
the Informat

1.6.6 Notify the [
breach;

1.6.7 On the Da

ion Legislation with respect to
assessments, and consultations
htors (including, but not limited to,
e);

undue delay of a personal data

instruction, delete (or otherwise
dispose of) ¢ h and any and all copies thereof to
the Data C of this Agreement unless it is
required to r data by law; and

1.6.8 Maintain co rds of all processing activities and
technical a ures implemented necessary to
demonstratg ause X and to allow for audits by
the Data Co lesignated by the Data Controller.

1.7 [The Data Processt
to the processing of

OR

1.7 [The Data Process
contractor with resy
without the prior wri
unreasonably withh
contractor, the Data

1.7.1 Enter into 3
impose upo
upon the D3
the Data
obligations;

1.7.2 Ensure that
that agreem

any of its obligations with respect
Clause X.]

t any of its obligations to a sub-
personal data under this Clause X
Controller (such consent not to be
e Data Processor appoints a sub-

the sub-contractor, which shall
same obligations as are imposed
se X and which shall permit both
ta Controller to enforce those

lies fully with its obligations under
on Legislation.]

1.8 Either Party may, a t <<insert period, e.g. 30 calendar
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days'>> notice, alt
processing clauses
scheme. Such ter
this Agreement.]

cing it with any applicable data
part of an applicable certification
e this Clause X by attachment to

1. Data Processing

Scope
<<Insert description of the scope rried out>>.
Nature
<<Insert description of the nature { arried out>>.
Purpose
<<Insert description of the purposg 5ing is to be carried out>>.
Duration
<<Insert details of the duration of {

2. Types of Personal Data
<<List the types of personal data t

3. Categories of Data Subject
<<List the categories of data subjg

res
e implemented as referenced in

4. Organisational and Technical
<<Describe the organisational and
X.6.2>>,
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Data Processing Clause - Termg

“Data Protection Legislation”
means all applicable legislation in
data protection and privacy includi
General Data Protection Regulatid
law of England and Wales, Scotla
European Union (Withdrawal) Act
thereunder); and the Privacy and

the United Kingdom applicable to
retained EU law version of the

K GDPR”), as it forms part of the
py virtue of section 3 of the

Act 2018 (and regulations made
s Regulations 2003 as amended.

2. Data Processing

2.1 In this Clause X a
“data subject”, “dat
shall have the meal

Contract etc.>>, “personal data”,
ssor”, and “personal data breach”
the UK GDPR.

brt processor party name, e.g. "the
controller party name, e.g. "the
tions] AND/OR [the <<Agreement
ordance with the terms of a Data
s shall enter before any personal

2.2 [All personal data t(
Service Provider">
Client>>, subject to
/ Contract etc.>>], 1
Processing Agree
data is processed.]

OR

2.2 [Both Parties shall
out in the Data
<<Agreement / Co
set out in the Data
of those obligations

b data protection requirements set
[This Clause X] AND/OR [the
eve either Party of any obligations
d does not remove or replace any

jislation and for this Clause X and
rt controller party name, e.g. "the
rt processor party name, e.g. "the

2.3 For the purposes o
the <<Agreement /
Client>> is the “Dat
Service Provider">

24  The type(s) of p4
processing, and t
location, in a Sched

2.5 The Data Controlle
and notices require
Processor for the
AND/OR [the <<Ag
Schedule to the Ag

2.6 The Data Processo
relation to its perfg
Conditions] AND/O

2.6.1 Process the
Controller u
such perso

je, nature and purpose of the
bssing shall be set out <<insert
pntract etc.>>.

in place all necessary consents
nsfer of personal data to the Data
[these Terms and Conditions]
>] [and <<insert location, e.g. the
].

y personal data processed by it in
igations under [these Terms and
ntract etc.>>]:

e written instructions of the Data
r is otherwise required to process
a Processor shall promptly notify
g unless prohibited from doing so

2.6.2 Ensure that
measures (
data from
damage or

ble technical and organisational
Controller) to protect the personal
ul processing, accidental loss,
res shall be proportionate to the
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2.7

2.7
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potential ha
current statg
those meas
Data Contrg
location, in &

2.6.3 Ensure that
for processi
that persong

2.6.4 Not transfe
written conj
conditions a

2.6.4.1The
provi

2.6.4.2 Affeg
legal

2.6.4.3The bs with its obligations under the
Data providing an adequate level of
prot pnal data so transferred; and

events, taking into account the
gy and the cost of implementing
ken shall be agreed between the
cessor and set out in <<insert
ent / Contract etc.>>;

ess to the personal data (whether
) are contractually obliged to keep

ide of the UK without the prior
roller and only if the following

the Data Processor has/have
or the transfer of personal data;

enforceable rights and effective

s with all reasonable instructions
give ta Controller with respect to the
proce a.

2.6.5 Assist the D
to any and
compliance
security, brg
with supervi
the Informat

2.6.6 Notify the [
breach;

2.6.7 On the Da instruction, delete (or otherwise
dispose of) ¢ h and any and all copies thereof to
the Data C of the <<Agreement / Contract
etc.>> unleq any of the personal data by law;

a Controller's cost, in responding
a subjects and in ensuring its
ion Legislation with respect to
assessments, and consultations
htors (including, but not limited to,
e);

undue delay of a personal data

and

2.6.8 Maintain co rds of all processing activities and
technical a ures implemented necessary to
demonstratg is Clause X] AND/OR [the
<<Agreeme i to allow for audits by the Data
Controller a d by the Data Controller.

[The Data Processt any of its obligations with respect
to the processing r [this Clause X] AND/OR [the
<<Agreement/ Co

OR

[The Data Process
contractor with resy
X] AND/OR [the <
consent of the D
withheld). In the ev
Data Processor sha

t any of its obligations to a sub-
personal data under [this Clause
etc.>>] without the prior written
pnsent not to be unreasonably
Sor appoints a sub-contractor, the



2.8
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2.7.1 Enter into 8
impose upo
upon the
<<Agreeme
Processor a

2.7.2 Ensure that
that agreem

the sub-contractor, which shall
same obligations as are imposed
his [Clause X] AND/OR [the
which shall permit both the Data
enforce those obligations; and

lies fully with its obligations under
on Legislation.]

Either Party may, a
days'>> notice, alt
Contract etc.>>, re
or similar terms th
terms shall apply
<<Agreement/ Co

t <<insert period, e.g. 30 calendar
provisions of the <<Agreement /
bplicable data processing clauses
cable certification scheme. Such
ovisions by attachment to the



